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Chair:  Jose Delgado-Frias, Sirisha Medidi (cochair) 

 
 The mobility feature leads to the proliferation of wireless networks. Among all kinds 

of wireless networks, the peer-to-peer nature of Mobile Ad hoc Networks (MANET) 

makes such networks very promising. Unlike traditional wired networks, MANETs do 

not need infrastructure to work properly. The most commonly used routing protocols for 

mobile ad hoc networks do not take into consideration security, assuming all the mobile 

nodes will coordinate with each other. Such routing protocols along with the absence of 

infrastructure make MANETs prone to a variety of faults such as packet dropping, packet 

misrouting, etc.  

 This dissertation addresses the security issues of MANET by presenting the hardware 

assisted misbehaving nodes detection. In such a scheme, the hardware is responsible for 

detecting the misbehaving nodes. The detection results are sent to software layer of 

mobile nodes. Upon receiving the detection results, the software layer can exclude the 

misbehaving nodes from the networks. 

 This dissertation presents two hardware detection schemes. Two-timer is a low-cost 
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detection scheme. There are only two timers utilized in the scheme. The two-timer 

scheme can be used to detect simple packet dropping with good detection performance. 

The other detection scheme, cache scheme, can detect both packet dropping and packet 

misrouting. The cache scheme needs more resource than the two-timer scheme along 

with better detection performance.  
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CHAPTER 1 

INTRODUCTION 

 

The advent of wireless communication came out in late ninetieth century [1]. For a 

relatively long time, wireless technology was used primarily for voice communication, 

for example, the cellular phone industry [1, 2, 3]. Today’s wireless technology is used in 

a number of data communication applications in an increasing number [1, 2, 3]. Among 

all of these wireless data communication application, mobile ad hoc networks (MANETs) 

are getting much attention due to their peer-to-peer nature [1]. 

 Unlike traditional wired networks, MANETs do not need infrastructure to work 

properly [1]. Every node in ad hoc networks can act as source, sink, and relay for other 

nodes in the network. Due to features such as self-configuration and self-maintenance, 

MANETs could be used in places where there is limited communication infrastructure, 

for example, battlefields and disaster relief [1, 4]. As the cost of wireless devices 

decreases, the number of peer-to-peer MANET applications is growing; these networks 

are replacing fixed connections for some casual usage. 

The most commonly use routing protocols for MANETs such as DSDV [4], DSR [5, 

6] AODV [7], CGSR [8, 9], and CBRP [10] do not take into consideration security, 

assuming all the mobile nodes in the MANET will coordinate with each other [11]. Such 

routing protocols along with the absence of infrastructure make MANETs prone to a 
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variety of faults such as packet dropping, packet misrouting, etc. For example, a 

misbehaving node may drop packets silently to save energy. Another cause for dropping 

packets may be that the mobile node’s software has been compromised by some virus. 

The compromised software could show some misbehaving symptoms without the 

knowledge of the user. The existence of misbehaving nodes is a significant problem for 

MANETs which wastes the scarce wireless resource and degrades network performance. 

Having 10% to 40% misbehaving nodes degrades the average throughput by 16% to 

32%, while a specific node could experience much worse performance degradation than 

the average [12]. Specifically, packet dropping can cause huge degradation to TCP based 

traffic due to the slow start nature of TCP [13]. Since the TCP carries the most Internet 

traffic, a lot of work has been put to improve the performance of TCP in both traditional 

networks and wireless networks [13, 14, 15, 16, 17, 18, 19]. One of the key issues is to 

maintain good TCP throughput when there exists packet dropping.    

Improving the performance of MANET at the presence of misbehaving wireless node 

is an extremely important research topic. A number of techniques have been proposed to 

protect MANETs from attacks by misbehaving nodes [12, 20, 21, 22, 23, 24, 25, 26, 27, 

28, 29, 30, 31]. However, some methods relied heavily on encryption based mechanisms 

and others do not take into consideration the consequences of tampered software [32]. 

Mobile devices are usually equipped with limited computation capability and, most of 

them are powered up by battery. The computationally intensive nature of the encryption 

scheme could easily drain out the battery of the mobile node; although, some high end 

mobile devices can afford to use encryption. Even though the encryption based 

techniques are designed to prevent misbehaving nodes from launching any attacks, the 
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security history shows that getting a completely intrusion-free system is impractical, if 

not impossible, no matter how carefully the prevention systems are built [32]. 

Furthermore, most of today’s methods only use software to detect the misbehaving 

mobile node [20, 27, 28]. Without proper protection, the mobile device detecting the 

misbehaving nodes could be easily tampered by virus or adversary attacks, rendering the 

detection schemes and detection results useless.  

 In this dissertation, hardware assisted schemes are proposed to detect the misbehaving 

nodes [23, 24]. In these schemes, most of the detection work is done using specialized 

hardware, relieving the mobile nodes from tedious and time consuming calculation at the 

software layer. The hardware inside each mobile node will monitor the upper software of 

the same mobile node. If the hardware detects some misbehaving activities, such as 

packet dropping or packet misrouting, conducted by the upper software, it will send out a 

warning message. The recipient of such warning could be other mobile nodes which 

would deal with the message according to some rule, for example isolating the 

misbehaving nodes from the wireless network. The software layer of the wireless node 

generating the warning message could also receive the message, which can inform the 

end user that there is something wrong with software. In the latter case, it can be useful if 

the software of the mobile node is tampered by virus without the user’s knowledge. The 

end user can take some actions to solve the problem. For example, the end user could use 

anti-virus software to repair the tampered software. Those schemes are based on DSR [5, 

6]. Due to the limited interactions between the hardware layer and software layer, the 

schemes could be easily extended to other protocols with minimum changes. In the 

hardware assisted scheme, the hardware provides reliable detection results to the 
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software. The software maintains a reputation system containing the ratings of mobiles 

nodes in the networks. When the rating of some node drops below a threshold level, that 

node may be excluded from the network. 

 The rest of the dissertation is organized as follows. Background of the ad hoc 

networks is provided in Chapter 2. Chapter 3 describes some related research work and 

proposes the hardware assisted detection scheme. A two-timer scheme used to detect 

selfish nodes conducting simple packet dropping is presented in Chapter 4. Chapter 5 

describes a cache based hardware scheme which can be used to detect both packet 

dropping and packet misrouting. Chapter 6 includes some concluding remarks and 

describes future research work.  
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CHAPTER 2 

BACKGROUND 

This chapter gives out the background knowledge about wireless networks. Section 2.1 

talks about the history of wireless communication and functionality of an adapted version 

of Internet Protocol in mobile communication. Section 2.2 focuses on the introduction of 

one kind of wireless networks, mobile ad hoc networks. Section 2.3 is dedicated to the 

routing protocols used in mobile ad hoc networks. Section 2.4 lists the security issues 

facing mobile ad hoc networks, while section 2.5 presents a procedure protecting ad hoc 

networks. 

 

2.1 Wireless Networks 

Wireless communications were used back in ancient times when people used light to 

transmit information. The light could be modulated using mirrors to transfer on/off status. 

On the other hand, flags were used to signal code words. In 1794, Claude Chappe 

invented the optical telegraph, making the long-distance wireless communication possible 

[1].  

Nowadays, wireless networks are built to transmit multimedia information such as 

audio, video, etc. In contrast to wired networks, a wireless network has advantages in 

terms of cost, installation, and mobility [1]. Since wireless networks need not purchase 

and install wires, it is much cheaper and faster to install. The mobile devices no longer 
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need to physically connect to some computer network. Thus they can move around 

without losing communication with the network.    

Wireless networks also have some disadvantages, one of which is the relatively high 

bit error rate comparing to the wired networks [33]. The bit error rate of wireless 

networks is from one in 103 bits to one in 106 bits, which is higher than that of wired 

networks, usually lower than one in 106 bits [33]. Such high bit error rate makes wireless 

networks less reliable than wired networks. Another disadvantage is related to the 

mobility of wireless device. Wireless devices are usually powered by battery. When the 

battery is exhausted, the wireless device would be useless. A good wireless device should 

consume as little power as possible.  

The mobile devices, including the laptops, PDAs, and mobile phones, are rapidly 

replacing the traditionally stationary devices. Hence there is a greater need to support 

such mobile devices. In the traditional world of wired networking, a static network 

infrastructure is implicitly assumed to exist, with a host having the same point of 

attachment into the larger network over time. The user convenience promised by wireless 

networks allows a node to change its point of attachment over time and requires a number 

of additions to the existing network-layer architecture.  

In order to allow a mobile device maintain a connection with a remote application as 

the device changes its point of attachment due to mobility, it is necessary for the device 

to maintain its IP address [2, 34]. Mobile IP [2] provides this transparency, allowing a 

mobile node to maintain its permanent IP address while moving among networks. But on 

the other hand, if such connection maintenance is not required across points of 

attachment, a device can be assigned different IP addresses at different networks. This 



 7

kind of functionality of assigning IP address is provided by the Dynamic Host 

Configuration Protocol (DHCP) [2].  

In wireless networks, a mobile node has a permanent “home” known as the home 

network. The entity within the home network that performs the mobility management 

functions is known as the home agent. The network in which the mobile node is currently 

residing in is known as foreign network, and the entity within the foreign network that 

helps the mobile node with mobility management functions is known as a foreign agent. 

A correspondent is the entity wishing to communicate with the mobile node.  

When a mobile node is resident in a foreign network, all traffic addressed to the 

node’s permanent address needs to be routed to the foreign network. One way to handle 

this is for the foreign network to advertise to all other networks that the mobile node is 

resident in its network. But the issue with this approach is that of scalability. The routers 

may have to maintain forwarding table entries for potentially millions of mobile nodes. 

An alternative approach is to push mobility functionality to the network edge by having 

the home agent in the mobile node’s home network track the foreign network in which 

the mobile node resides.  

One of the roles of a foreign agent is to create a care-of address (COA) for the mobile 

node. Thus, there are two addresses associated with the mobile node – one permanent 

address and one care-of address (COA). A second role of the foreign agent is to inform 

the home agent that the mobile node is resident in its network and has the given COA. 

This COA is used by the home agent to reroute datagram to the mobile node via the 

foreign agent. There are two different approaches by which datagram is addressed and 

forwarded to the mobile node: 
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• Indirect routing 

In indirect routing, the correspondent node simply addresses the datagram to the 

mobile node’s permanent address, and sends it into the network unaware of the 

mobile node’s current location. The home agent is responsible to intercept and 

reroute the datagram addressed for nodes in the home network but are currently 

resident in a foreign network. Figure 2.1 depicts the process of indirect routing to 

a mobile node. 

 

 

Figure 2.1: Indirect Routing used in Mobile IP 

• Direct routing 

In direct routing, the correspondent node first learns the COA of the mobile node. 

Then it tunnels the datagram directly to the mobile node’s COA. When the mobile 

node moves from one foreign network to another, either the correspondent node is 
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to be notified or the new foreign agent inform the old one of the mobile node’s 

current location and have the old agent forward the datagram to the new COA. 

Figure 2.2 depicts the direct routing to a mobile node. 

 

 

Figure 2.2: Direct Routing used in Mobile IP 

 

2.2 Mobile Ad Hoc Networks 

In a normal wireless networks, there are networking architecture and hosts. The host uses 

the networks to forward the packets. Also, the backbone of the networks is usually wired. 

Only the connections between the mobile devices and service access points are wireless. 

The communications between the different service providers are wired by the tradition 

networks, making the infrastructure more reliable. This kind of mixed networks is 

relatively stable, reducing the convenience of being mobile.  If two mobile devices want 
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to communicate with each other, they usually need the help of the network infrastructure 

to relay the messages. The failure of the network infrastructure would render the whole 

network useless. 

In mobile ad hoc networks (MANET), there is no fixed network infrastructure. Every 

mobile host in MANET is independent. The mobile node is both service provider and 

service requester. A mobile node can ask other mobile nodes to forward packets for it 

while providing packet forwarding service to other mobile nodes. As depicted in Figure 

2.3, mobile node 1 wants to communicate with mobile node 8. Because mobile node 8 is 

out of the mobile node 1’s transmission range, the communication between node 1 and 

node 8 needs the intermediate nodes to forward the packets. In this case, the intermediate 

nodes are nodes 4 and 6. There are other alternatives from node 1 to node 8, for example 

using nodes 2, 5, 7 or nodes 3, 5 7 as intermediate nodes. 

 

Figure 2.3: An Ad Hoc network 
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There are some interesting features about MANET: 

• No network infrastructure – there is no infrastructure in MANET. Every 

mobile node can move freely in the network. 

• No separation between network and host – unlike the traditional wired 

networks, there is no fixed network structure to route packets for mobile 

nodes. To communicate with each other, all the mobile nodes need to provide 

forwarding service to other nodes.  

• Dynamic network topography – every mobile node can move freely and form 

different topography of the networks.  

• Dynamic routing – the location of mobile node changes from time to time. 

Thus the communication between two mobile nodes might use different routes 

during the communication.  

 

2.3 Mobile Ad Hoc Networks Routing 

In traditional networks, the routing service is provided by special computers -- routers. 

The routers maintain the paths, in the form of routing table, among communicating 

computers. When the router receives forwarding request, it will query its routing table 

and use the query result to forward the packet to the next router or destination. The 

routing table could be updated through some predetermined mechanism. Since the 

infrastructure of traditional networks is relatively stable, it is expected that there are not 

many changes in the routing table. In such networks, only the routers run the routing 

protocols. The hosts are usually configured to use some predefined routers to send 
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packets. Upon receiving packets from the host, the router is responsible to forward the 

packet to the next router or the destination. 

Unlike the traditional networks, every mobile node in MANET needs to run routing 

protocol and provide routing service to other mobile nodes. Due to the special features of 

ad hoc networks, such as frequent route change, limited processing power, etc, the 

traditional routing protocols don’t work well in MANET. To fit the needs of MANET, a 

lot of ad hoc routing protocols are designed. Those ad hoc routing protocols can be 

divided into to categories: reactive protocols and proactive protocols. Dynamic Source 

Routing (DSR) and Ad-hoc On-demand Distance Vector Routing (AODV) belong to the 

first category, while Destination Sequenced Distance Vector Routing (DSDV) and 

Clusterhead Gateway Switch Routing (CGSR) [9] belong to the second category.  

Table 2.1: Ad Hoc Networks Routing Protocols 

Proactive Routing Protocols Reactive Routing Protocols 

DSR -Dynamic Source Routing DSDV -Destination Sequenced Distance 
Vector Routing 

AODV -Ad-hoc On-demand Distance 
Vector Routing 

CGSR -Clusterhead Gateway Switch 
Routing 

 

2.3.1 Proactive Routing Protocols 

Proactive routing protocols inherit the basic features from the traditional routing 

protocols, such as RIP, OSPF. Each mobile node in the networks maintains a routing 

table containing routes to the other nodes in the network. DSDV is an adapted version of 

the Bellman-Ford routing protocol based RIP. In DSDV, every mobile node has a table 

containing the routes to all the other nodes in MANET. Each mobile node can transmit its 

whole routing table, or just the increments from last update to the neighbors. CGSR and 
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DSDV have very similar working style. The difference is that CGSR utilizes a structure, 

cluster, to manage the routes. Inside each cluster, there is a clusterhead managing the 

cluster. The clusterhead records the clusters that each node belongs to and maintains a 

table of routes to other clusterheads in the network. The source node first sends the 

packet to its clusterhead, which is responsible for forwarding the packet to the destination 

node’s clusterhead by the help of intermediate clusterheads. When the destination node’s 

clusterhead receives the packet, it can then forward the packet to the destination node. 

Because the routing responsibility is distributed to two layers, CGSR can accommodate 

larger network than DSDV. Both DSDV and CGSR are equipped with the mechanisms 

keeping the routing table current.  

 

2.3.2 Reactive Routing Protocols 

Reactive routing protocols acquire routing information only when the routing information 

is needed. Such routing protocols are also called on-demand routing protocols since the 

routes are discovered only when the routes are required by the mobile node. In contrast to 

proactive protocols, reactive protocols often use less bandwidth, while the latency for 

some applications might drastically increase due to the processing of acquiring the routes 

needed. Most applications are likely to suffer a long delay when they start because a route 

to the destination will have to be acquired before the communication can begin. 

One reasonable middle point between proactive and reactive protocols might be to 

keep track of multiple routes between a source and a destination node. This “multi-path 

routing” might involve some way to purge stale routes even if they are not in active use. 

Otherwise, when a known broken route is discarded, one of the other members of the set 
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of routes may be attempted. If the other routes are likely to be stale, the application may 

experience a long delay since each stale route is tried and discarded.  

The most popular reactive routing protocols are DSR and AODV. Those two 

protocols share some features. The research work in this dissertation uses DSR as the 

routing protocol. So the DSR is explained in detail below, while the differences between 

DSR and AODV are summarized accordingly. 

Dynamic Source Routing 

The Dynamic Source Routing (DSR) protocol is a simple and efficient routing 

protocol designed specifically for use in multi-hop MANETs. As nodes in the networks 

move about or join or leave the network, and as wireless transmission conditions such as 

sources of interference change, all routing is automatically determined and maintained by 

DSR. The use of source routing allows packet routing to be trivially loop free, avoids the 

need for up-to-date routing information in the intermediate nodes through which packets 

are forwarded, and allows nodes that are forwarding or overhearing packets to cache the 

routing information in them for their own future use. All aspects of the protocol operate 

entirely on demand, allowing the routing packet overhead of DSR to scale automatically 

to only that needed to react to changes in the routes currently in use. 

The DSR protocol is composed of two mechanisms that work together to allow the 

discovery and maintenance of source routes to the destinations in the ad-hoc network. 

• Route Discovery, by which a node S wishing to send a packet to destination 

node D obtains a source route to node D. Route Discovery is initiated only 

when node S attempts to send a packet to node D and it does not have a route 

to node D. 
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• Route Maintenance, by which node S, while having a source route to D, is 

able to detect, if the network topology has changed such that it can no longer 

use its route to D because a link along the route no longer works. When Route 

Maintenance indicates that a source route is broken, S can attempt to use any 

other route to D it happens to know, or it can invoke Route Discovery again to 

find a new route. Route Maintenance is used only when S is actually sending 

packets to D. 

In response to a single Route Discovery, a node may learn and cache multiple routes 

to any destination. This allows the reaction to routing changes to be much more rapid 

because a node with multiple routes to a destination can try another cached route if the 

one it has been using fails. This caching of multiple routes also avoids the overhead 

incurred by performing a new Route Discovery each time a route in use breaks. Also, 

Route Discovery and Maintenance are designed to allow unidirectional links and 

asymmetric routes to be easily supported. 

DSR Route Discovery 

When some node S wants to send a new packet to some node D, it places in the 

header of the packet a source route containing the sequence of hops that the packet 

should follow. Normally, S obtains a suitable source route by searching its Route Cache 

of routes previously learned, but if no route is found in its cache it initiates Route 

Discovery protocol to find a new route to D dynamically. 

Figure 2.4 illustrates an example Route Discovery, in which node S is attempting to 

discover a route to node D. To initiate the Route Discovery, S transmits a ROUTE 

REQUEST message as a single local broadcast packet, which is received by all nodes 
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currently within wireless transmission range of S. Each ROUTE REQUEST message 

identifies the initiator and target of the Route Discovery and also a unique request ID, 

determined by the initiator of the REQUEST. Each ROUTE REQUEST also contains a 

record listing the address of each intermediate node through which this particular copy of 

the ROUTE REQUEST message has been forwarded. This route record is initialized to 

an empty list by the initiator of the Route Discovery. 

 

 

Figure 2.4: Route Discovery in Dynamic Source Routing 

When another node receives a ROUTE REQUEST, if it is the target of the Route 

Discovery it returns a ROUTE REPLY message to the Route Discovery initiator, giving a 

copy of the accumulated route record from the ROUTE REQUEST; when the initiator 

receives this ROUTE REPLY, it caches this route in its Route Cache for use in sending 

subsequent packets to this destination. Otherwise, if the node receiving the ROUTE 

REQUEST recently saw another ROUTE REQUEST message from this initiator bearing 
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the same request ID, or if it finds that its own address is already listed in the route record 

in the ROUTE REQUEST message, it discards the REQUEST. If not, this node appends 

its own address to the route record in the ROUTE REQUEST message and propagates it 

by transmitting it as a local broadcast packet (with the same request ID). 

In returning the ROUTE REPLY to the Route Discovery initiator, such as node D 

replying to A in Figure 2.5, node D typically examines its own Route Cache for a route 

back to A and, if found, uses it for the source route for delivery of the packet containing 

the ROUTE REPLY. Otherwise, D may perform its own ROUTE REQUEST message 

for S, but to avoid possible infinite recursion of Route Discoveries it must piggyback this 

ROUTE REPLY on its own ROUTE REQUEST. Node D can also simply reverse the 

sequence of hops in the route record that it is trying to send in the ROUTE REPLY and 

use this as the source route on the packet carrying the ROUTE REPLY. 

 

Figure 2.5: Route Request in Dynamic Source Routing 
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DSR Route Maintenance 

When originating or forwarding a packet using a source route, each node transmitting 

the packet is responsible for confirming that the packet has been received by the next hop 

along the source route; the packet is retransmitted up to a maximum number of attempts 

until this confirmation of receipt is received. 

If the packet is retransmitted by some hop the maximum number of times and no 

receipt confirmation is received, this node returns a ROUTE ERROR message to the 

original sender of the packet, identifying the link over which the packet could not be 

forwarded. The original sender then removes the broken link from its cache, and any 

retransmission of the packet is the function of the upper layer protocol. For sending a 

retransmission or other packets to the same destination, if the sender has in its Route 

Cache another route to the destination (from additional ROUTE REPLY from its earlier 

Route Discovery or from having overheard sufficient routing information from other 

packets), it can send the packet using the new route immediately. 

Otherwise, it may perform a new Route Discovery for this target. In Figure 2.9, node 

4 sends a route error message to the source node 1 when it fails to deliver the packet to its 

next hop due to a broken link. The route error message sent by node 4 contains the 

broken link (4, 6). 

Several optimizations can be applied to the Route Discovery and Route Maintenance 

phases of the DSR protocol.  

Some of the optimizations that can be applied to the Route Discovery include: 

• Caching Overheard Routing Information 
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A node forwarding or otherwise overhearing any packet may add the routing 

information from that packet to its own Route Cache. In particular, the source 

route used in a data packet, the accumulated route record in a ROUTE 

REQUEST, or the route being returned in a ROUTE REPLY may all be cached 

by any node. 

• Replying to Route Requests Using Cached Routes 

A node receiving a ROUTE REQUEST for which it is not the target searches its 

own Route Cache for a route to the REQUEST target. If a route is found, the node 

generally returns a ROUTE REPLY to the initiator itself rather than forwarding 

the ROUTE REQUEST. In the ROUTE REPLY, it sets the route record to list the 

sequence of hops over which this copy of the ROUTE REQUEST was forwarded 

to it, concatenated with its own idea of the route from itself to the target from its 

Route Cache. 

Some of the optimizations that can be applied to the Route Maintenance phase 

include: 

• Packet Salvaging 

After sending a ROUTE ERROR message as part of Route Maintenance, a node 

may attempt to salvage the data packet that caused the ROUTE ERROR rather 

than discard it. To salvage a packet, the node sending a ROUTE ERROR searches 

its own Route Cache for a route from itself to the destination of the packet 

causing the ERROR. If such a route is found, the node may salvage the packet by 

replacing the original source route on the packet with the route from its Route 

Cache and forwarding it to its next hop. 
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• Automatic Route Shortening 

Source routes may be automatically shortened if one or more of their intermediate 

hops become unnecessary. If a node is able to overhear a packet carrying a source 

route, it examines the route’s unused portion. If this node is not the intended next 

hop for the packet but named in the later unused portion, it can infer that the 

intermediate nodes before itself in the source route are no longer needed and 

sends a gratuitous ROUTE REPLY to the original sender of the packet with the 

new source route set appropriately. 

Ad Hoc On-demand Distance Vector Routing 

AODV discovers routes on an on-demand basis via a similar route discovery process 

as DSR, while using a different mechanism to maintain routing information. AODV uses 

routing table to record the routing information, one entry per destination. It relies on 

routing table entries to propagate a RREP back to the source node, and route data packets 

to the destination. AODV uses sequence number maintained at each destination to 

determine freshness of routing information. And to prevent routing loops, these sequence 

numbers are carried by all routing packets. 

Differences between DSR and AODV 

DSR has access to greater amount of routing information than AODV by the virtual 

of source routing, while AODV can gather limited information. In a single query-reply 

cycle of DSR, source learns routes to each intermediate node in the route in addition to 

the destination. Each intermediate node also learns routes to other nodes on the route. 

Furthermore, promiscuous listening helps DSR learn the route to every node on the route. 

As for AODV, there is no source routing or promiscuous listening, which causes AODV 



 21

to rely on a route discovery flood more often, generating more networks overhead. On the 

other hand, DSR uses route caching aggressively and replies to all requests reaching a 

destination from a single request cycle, where source node learns many alternative routes 

to the destination, useful when the primary route fails. This saves overhead due to 

discovery flood. AODV maintains at most one entry per destination in the routing table. 

The destination replies only once to the request arriving first and ignores the rest 

requests. DSR does not have explicit mechanism to expire stale routes in the cache, 

except that some routes can be deleted due to receiving of RERR packet. The RERR can 

backtrack the data packet that meets a failed link. Nodes not on the upstream route of this 

data packet but using the failed link are not notified promptly. AODV is more 

conservative, where the fresher route is always chosen. The route deletion using RERR is 

also conservative. Using the predecessor list, RERR packets reach all nodes using a failed 

link on its route to any destination. For application-oriented metrics -- delay and 

throughput, DSR outperforms AODV in less stressful situations -- smaller number of 

nodes and lower load and/or mobility. AODV outperforms DSR in more stress situations 

-- more load and higher mobility. Finally, DSR uses caching aggressively and lacks the 

mechanism to expire stale cache. In terms of routing load, DSR consistently generates 

less routing load than AODV.  

 

2.4 Security Issues of MANET 

The radio interface is easier to access than the traditional wired interface. In wired 

networks, accessing the packets requires the device to be physically connected to the 

network. In MANET, every mobile node in the range of radio transmission can listen to 
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the traffic. Further more, there is no dedicated routing network responsible for forwarding 

the packets. Every mobile node needs to provide the forwarding service to other nodes. It 

is very difficult to guarantee all the participants in the networks are good citizens. 

Because of the wireless nature and peer-to-peer structure of MANET, some misbehaving 

nodes can gather the data for potential attack and even disrupt the communication of the 

networks.  

Some networks utilize special antennas to limit the access to the data to some 

specified receivers while preventing the eavesdropping on the communication. Directed 

antennas are usually in some situations. But it also put the limit on what nodes could be 

used as intermediate nodes. On the other hand, using directed antennas adds more cost 

and complexity to the system.  

Using encryption to protect the data in MANET can prevent the malicious nodes from 

gaining the valuable information. But, mobile nodes tend to be backed up through battery 

and have limited computing capability. The computationally expensive encryption would 

put too much work load on mobile node and exhaust the battery quickly, rendering the 

mobile nodes unusable.  

The popular routing protocols used in MANET, such as DSR, AODV, do not take 

into consideration of security at the time of design. The lack of security mechanism in 

such routing protocols plus the peer-to-peer nature makes MANET extremely vulnerable 

to attacks by malicious nodes. 

The attacks to MANET take on many forms. There are the same kinds of attacks as to 

the traditional wired networks, plus the attacks specifically to MANET. 
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• Denial of Service (DOS) – A malicious node can commit the DOS attacks to 

the networks by sending a lot of packets or some routes with no-existent links. 

• Black Holes – A malicious can advertise that it has the shortest route to some 

destination. After receiving the packets, the malicious node will never forward 

the packet to the destination. Further more, the malicious node can send the 

packets to another colluding node for the purpose of traffic analysis, etc.  

• Impersonation – A malicious node can pretend to be another node.  

• Misidentification – A malicious node can indict another good-behaving node 

as misbehaving. 

• Packet Dropping – A misbehaving node can drop the packets, causing the 

disruption of the communication in the networks. The node itself could be 

malicious intending to interfere with the networks. This is also could be a 

selfish node trying to save its resource, such as CPU cycles, battery life, 

bandwidth, etc.  

• Packet Misrouting – A malicious node can misroute the packet to other node 

than the destination, for example another malicious node or a randomly 

chosen destination. Upon receiving the packets from the malicious node, the 

colluding partner can further analyze the packet and gather useful information. 

Besides the attacks listed above, there is another issue concerning the operation of 

MANET. If a mobile node is compromised by some virus, or there is a hardware error, 

the mobile node would show some signs of misbehavior, even though the node itself is 

not aware of the situation. So it is very important to identify the misbehaving nodes even 
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though the node is not malicious. The node could be isolated from the networks after 

being identified. 

 

2.5 Dealing with the Security Issues of MANET 

There are two kinds of mechanisms to protect MANET from attacks by malicious nodes. 

One is proactive protection. The other is reactive protection. Encryption based proactive 

techniques try to prevent misbehaving nodes from launching any wrongdoing. However, 

the security history shows that getting a completely intrusion-free system is infeasible, if 

not impossible, no matter how carefully the prevention systems are built [32]. On the 

other hand, computationally expensive encryption does not fit MANET, where mobile 

nodes have limit computation ability and usually powered up by battery. 

The reactive techniques are more fitful to MANETs. There are three major steps in 

reactive protection.  

• Detection – the security system needs to detection if there is misbehaving 

node in the networks. 

• Identification – the security system needs to identify exactly which mobile 

nodes are misbehaving. 

• Isolation – the security system needs to isolate the misbehaving nodes from 

the networks, resulting in a network composed of only good-behaving nodes. 
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CHAPTER 3 

HARDWARE ASSISTED DETECTION 

As networks are used in a growing number of applications, network security is getting 

much attention. There is a great deal of research studies, among which a large portion is 

in the area of traditional wired networks, about protecting networks from various attacks. 

In this chapter, some research results related to MANET are reviewed [8, 27, 35, 36, 37, 

38], including the pros and cons. After the discussion of previous work, a novel detection 

mechanism, hardware assisted detection, is presented.  

 

3.1 Related Work 

3.1.1 Watchdog and Pathrater 

Sergio Marti et al discuss two techniques, namely “watchdog” and “pathrater” to improve 

the throughput in MANETs in the presence of compromised nodes that agree to forward 

but fail to do so [27]. Watchdog is used to detect and identify a malicious node, while the 

pathrater performs the job of isolating that node. 

Every node in the network includes both a watchdog and a pathrater. When a node 

forwards a packet, the node’s watchdog verifies that the next node in the path also 

forwards the packet. The watchdog does this by listening promiscuously to the next 

node’s transmissions, which requires the presence of bi-directional links. If the next node 

does not forward the packet, it is misbehaving. The watchdog detects misbehaving nodes. 
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Every time a node fails to forward the packet, the watchdog increments the failures tally. 

If the tally exceeds a certain threshold, it determines that the node is misbehaving; this 

node is then avoided using the pathrater. The pathrater combines knowledge of 

misbehaving nodes with link reliability data to pick the route most likely to be reliable. 

Each node maintains a rating for every other node it knows about in the network. It 

calculates a path metric by averaging the node ratings in the path. 

Some of the weaknesses of this technique include: 

Watchdog requires omni-directional links in order to overhear packet retransmissions 

while DSR can even work with unidirectional links. A node can falsely report other 

nodes as misbehaving. Because this is no reliable trust relationships available among the 

mobile nodes, it is very difficult to differentiate the correct reports from the false reports. 

This technique might not detect a misbehaving node in the presence of ambiguous 

collisions, receiver collisions, and partial dropping. Finally, the pathrater can actually 

reward malicious behavior by lowering the network load on the malicious node. A low 

rating for a path simply means that a node will not route packets on that path if possible. 

Nodes will still route and accept packets from the path containing the malicious node, so 

the node is not punished. 

 

3.1.2 Nodes Bearing Grudges 

Buchegger and Le Boudec [20] work to overcome some of the problems associated with 

the watchdog and pathrater technique using a method called Nodes Bearing Grudges. 

This protocol is composed of four components that are closely coupled together, as 

shown in Figure 3.1. Nodes start out trusting all other nodes in the network, but build 
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grudges against nodes that exhibit malicious behavior. The monitor component monitors 

neighboring nodes to detect malicious behavior in a similar manner as the watchdog. If it 

detects any malicious behavior, it alerts the reputation system. The reputation system 

evaluates the alarm and determines if the event is significant. If the event is significant, 

the event count is incremented. Once the count reaches some threshold, the reputation for 

the misbehaving node is reduced. When the reputation for the node gets low enough, the 

path manager is alerted. 

 

Figure 3.1: Components of Nodes Bearing Grudges 

 

The path manager is similar to the pathrater. It adjusts the ranks of paths based on 

information about nodes in the path. If a path has a malicious node, that path is deleted to 

prevent routing through the malicious node. The path manager also ensures that the node 

does not forward data for malicious nodes. This prevents the problem of rewarding bad 

behavior. Finally, the trust manager handles interaction with other nodes through the use 

of special alarm messages. The trust manager has a trust table and a friends table. The 

trust table is used when processing incoming alarm messages and the friends table is used 
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when sending alarm messages. If a malicious node is detected, the trust manager sends an 

alarm message to other nodes in the friends table so that they will avoid the malicious 

node. When the node receives an alarm message, it looks up the source node in the trust 

table to see how much it trusts the sender. The trust level controls how much weight the 

event in the alarm message is given. The event is weighted and passed on to the 

reputation system. Problems with bogus alert messages in the watchdog and pathrater 

system are avoided through the use of message authentication. This prevents malicious 

nodes from denouncing other nodes with forged alarms. 

Overall, the nodes bearing grudges method works well, but it is more difficult to 

implement than the watchdog and pathrater. Like watchdog and pathrater, it requires 

modification to all nodes in the network. Furthermore, it requires security associations 

between nodes to authenticate messages [20]. Also, there is no mechanism to prevent 

malicious nodes from making false accusations.  

 

3.1.3 Intrusion Detection in MANET 

Zhang and Lee [39] describe a distributed and cooperative intrusion detection model 

where every node in the network participates in intrusion detection and response. In this 

model, an Intrusion Detection System (IDS) agent runs at each mobile node, and 

performs local data collection and local detection, whereas cooperative detection and 

global intrusion response can be triggered when a node reports an anomaly. The authors 

consider two kinds of attack scenarios separately: 

• Abnormal updates to routing tables 

• Detecting abnormal activities in layers other than the routing layer 
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Each node does local intrusion detection independently, and neighboring nodes 

collaboratively work on a larger scale. Individual IDS agents placed on each and every 

node run independently and monitor local activities (including user, systems, and 

communication activities with in the radio range), detect intrusions from local traces, and 

initiate responses. Neighboring IDS agents cooperatively participate in global intrusion 

detection actions when an anomaly is detected in local data or if there is inconclusive 

evidence. The data collection module gathers local audit traces and activity logs that are 

used by the local detection engine to detect local anomaly. Detection methods that need 

broader data sets or require collaborations among local IDS agents use the cooperative 

detection engine. To prevent malicious node from forging alert messages, the messages 

are authenticated. In addition, it requires modification to all the nodes in the network. 

 

3.1.4 Resurrecting Duckling 

Stajano and Anderson [40] propose a “Resurrecting Duckling” technique where a new 

device can imprint on another device similar to the way a new-born duckling imprints on 

its mother. When the “child” device imprints on its “mother”, a security association is set 

up. Thereafter the child device only responds to its mother. Unlike a real duckling, the 

child device can be put back into an initial state, where it is allowed to imprint on another 

device.  

This mechanism could be adapted for node authentication in ad-hoc wireless 

networks. During the imprinting process, the devices can exchange cryptographic keys 

for signing messages. It may be possible to use the resurrecting ducking technique to 

implement a key distribution protocol for use with IPsec or another security protocol. 
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The imprinting can take place either through close range transmission, or by direct 

contact between the two devices. Direct contact is done using a physical connection 

between the devices, such as a cable. Since close range transmission may be overheard by 

eavesdroppers, direct contact is more secure but may not be possible in all situations. 

 

3.5 Novel Authentication Scheme 

Venkatraman and Agrawal [31] proposed a novel authentication scheme (NAS) based on 

Cluster Based Routing Protocol (CBRP) [10]. CBRP is a source routing protocol, similar 

to DSR. As a hierarchical ad hoc routing protocol, CBRP divided the networks into 

clusters. Each cluster consists of a cluster head, managing the cluster, and cluster 

members. Cluster members are usually within one or two hops of the cluster head. The 

nodes shared among different clusters act as gateways to relay packets between clusters.  

In NAS, every node has a system public key and a system a system private key. 

Those keys are obtained upon joining the networks and shared among the nodes in the 

networks. Furthermore, each node will also get a cluster key, encrypted by the system 

public key and shared among the nodes in the cluster. Each cluster head has a unique pair 

of public head key and private head key. The public head key is known by all the nodes 

in the cluster, while the private head key is only known by the cluster head. Now each 

member has a system public key, a system private key, a cluster key. For the cluster head, 

there is an additional head key. The packets transmitted in the networks are encrypted 

and decrypted by those different keys. 

By only giving out the system public key and system private key to some authorized 

nodes, it is feasible to control the admissions of new nodes into the networks. For 
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example, the public keys and privates are only given to people when they register in a 

conference. The issue associated with the key distribution is that there needs to be a 

trustworthy organization responsible to carry out the key distribution. Such an 

organization or similar mechanism is not readily available under some circumstances. 

 

3.2 Hardware Assisted Detection 

A lot of solutions, as discussed in the previous section, have been proposed to address the 

security issues of MANETs. There exist some challenges, as mentioned above, to 

implement the techniques presented. Some techniques, such as the nodes bearing 

grudges, require there are some security associations between mobile nodes in MANET. 

Since every node is independent, no infrastructure available, it is very difficult, if 

feasible, to build a trust relationship among the nodes in the networks. Another issue is 

that the proposed schemes require a lot of modifications to the existing protocols and 

software. Such tedious changes to the existing software lead to the infeasibility of the 

deployments. Further more, if the software of a mobile node is compromised by virus or 

even attacks, it can misbehave without the user’s knowledge, such as falsely accusing 

other nodes of misbehaving, thus interrupting the communication of the networks. 

In order to overcome the challenges discussed above, this dissertation proposes and 

evaluates a novel hardware assisted detection scheme. The hardware assisted detection 

scheme can be used to detect routing attacks and packet forwarding attacks. In this 

scheme, the hardware monitors the upper software layers of its own node. The 

assumption is the hardware is more difficult to break than the software in terms of tamper 

resistance. The hardware consists of two logical components. One component contains 
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tamper-resistance mechanisms, protecting the hardware from hardware attacks and 

logical attacks [41, 42, 43, 44]. The design of the tamper resistance component is similar 

to the smart card design. With the help of tamper-resistance component, each wireless 

node could be easily identified. Thus, the misbehaving nodes cannot make false 

accusations without being detected and identified. The other component is responsible for 

detecting misbehavior of the upper layer. The hardware detection unit is the foundation of 

defending MANET. When the software of the node is compromised or is mounting 

attacks, the hardware can detect the misbehavior of the software layer and report it to the 

network. A mobile node with the hardware detection mechanism is depicted in Figure 

3.2.  

 

Figure 3.2: A mobile node with the hardware detection mechanism 

 

When the MAC layer receives packets from upper software layer or physical channel, 

MAC sends the packets to the detection hardware. If the detection hardware detects 

misbehavior, it will create and send warning message to MAC which will send the 
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warning message out through the physical channel. The detection hardware, MAC layer 

and physical channel could be combined into a single unit with tamper resistance 

property. The wireless nodes with the same kind of detection hardware can group into a 

MANET. Requiring every node to have the same detection hardware is reasonable in the 

battlefields or some rescue tasks, where the wireless nodes need to only communicate 

with each other in the same group.   

The software layer is responsible for maintaining a reputation system, monitoring the 

ratings of each mobile node. The software layer receives warning message from the 

detection hardware and updates the ratings accordingly. If some node’s rating drops 

below the threshold, it would be effectively excluded from the networks. After being 

identified as misbehaving, the misbehaving node will not get forwarding service from 

other nodes. As long as the detection hardware can provide detection results accurately, 

the software layer can exclude the misbehaving nodes correctly. On the other hand, the 

hardware assisted detection scheme could be used with other techniques to protect the 

MANET. For example, some software based techniques can use encryption to protect the 

integrity of the data being transmitted.  

This dissertation focuses on detecting misbehaving node which drops packets or 

misroutes packets. The node itself could be selfish, trying to save resource such as CPU 

cycles, battery life, wireless bandwidth, etc. Or the node could be malicious, intending to 

disrupt the communication of the networks or gain benefits by analyzing the packets. In 

this scheme, the hardware can detect the misbehaving nodes and report the results to 

other nodes or its own upper layer. The nodes receiving such report can avoid the 

misbehaving node thereafter, leading to the isolation of the misbehaving node. The net 
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result is that the network is composed of only cooperating nodes. Another advantage of 

hardware detection is that it could alert itself when the software is compromised without 

the knowledge of user. The later case is very useful because normally users are not aware 

when their wireless devices are compromised. Upon the notification from the hardware, 

the user can take proper action to resolve the software problem, such as using anti-virus 

software to kill the virus. 
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CHAPTER 4 

TWO-TIMER SCHEME TO DETECT SELFISH NODES  

 

The cooperation of wireless nodes in ad hoc networks is crucial to ensure the proper 

working of the whole network due to the absence of infrastructure. Misbehaving nodes 

can dramatically decrease the performance of ad hoc network. Detecting and isolating the 

misbehaving nodes can not only make sure the participating nodes forward and route 

packets correctly, but also discourage the individual nodes from gaining advantages by 

not providing services to other nodes. This chapter proposes a novel hardware assisted 

scheme which can detect one kind of misbehavior: selfish nodes. The proposed scheme 

consists of two timers that help to detect 80% or more selfish nodes with a probability of 

nearly 90%. The detection results could be used by other nodes to disengage the selfish 

nodes from the network. Furthermore, the virtue of hardware based detection makes this 

scheme less prone to virus influence as in some software based schemes. 

 

4.1 Design of Two-timer Scheme 

The hardware assisted detection scheme can be used to detect both routing attacks and 

packet forwarding attacks [32]. In this scheme, the hardware monitors the upper and 

software layers of its own node. The assumption is the hardware is more difficult to break 

than the software in terms of tamper resistance. The hardware consists of two logical 
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components. One component contains tamper-resistance mechanisms, protecting the 

hardware from hardware attacks and logical attacks [41, 42]. The design of the tamper 

resistance component is very similar to the smart card design [43, 44]. With the help of 

tamper-resistance component, each wireless node could be easily identified. The other 

component is responsible for detecting misbehavior of the upper layer. The hardware 

detection unit is the foundation of defending MANET. When the software of the node is 

compromised or is mounting attacks, the hardware can detect the misbehavior of the 

software layer and report it to the network. A mobile node with the hardware detection 

mechanism is depicted in Figure 3.2. When the MAC [45] layer receives packets from 

upper software layer or physical channel, MAC sends the packets to the detection 

hardware. If the detection hardware detects misbehavior, it will create and send warning 

message to MAC which will send the warning message out through the physical channel. 

The detection hardware, MAC layer and physical channel could be combined into a 

single unit with tamper resistance property. The wireless nodes with the same kind of 

detection hardware can group into a MANET. Requiring every node to have the same 

detection hardware is reasonable in the battlefields or some rescue tasks, where the 

wireless nodes need to only communicate with each other in the same group.   

This chapter focuses on detecting selfish node which drops packets such that other 

nodes can never use it as an intermediate node. The reason for selfish node to drop 

packets is that the selfish node can save battery power, CPU cycles or wireless 

bandwidth. In this scheme, the hardware can detect the selfish nodes and report the 

results to other nodes or its own upper layer. The nodes receiving such report can avoid 

the misbehaving node thereafter, leading to the isolation of the misbehaving node. The 
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net result is that the working network is composed of only cooperating nodes. Another 

advantage of hardware detection is that it could alert itself when the software is 

compromised without the knowledge of user. The later case is very useful because 

normally users are not aware when their wireless devices are compromised. Upon the 

notification from the hardware, the user can take proper action to resolve the software 

problem.  

The packets dropped by the misbehaving nodes could be routing packets or 

forwarding packets. If the misbehaving node drops all the packets during the route 

discovery, it will not receive data packets destined for other nodes. The proposed 

hardware detection scheme is based on the principle of packet flow conservation, i.e., the 

number of incoming packets, excluding the ones destined to the current node, should be 

the same as the number of outgoing packets, excluding the ones generated by itself. Since 

both the incoming packets and outgoing packets need to go through the hardware, it is 

easy for the hardware to detect packet mishandling. If a lot of packets are dropped by 

some node during some predetermined interval, it is very likely the node under inspection 

is misbehaving. To detect misbehavior the proposed scheme uses two timers which are 

described in detail in the subsections below. 

 

4.1.1 Two-timer Scheme 

In the two-timer scheme, packets are classified into data packets and control packets, the 

latter part focusing on the route request packets. A data packet is sent through unicast, 

while a route request packet is sent out through broadcast. The route reply packets are not 

treated separately because the route reply is usually forwarded through unicast. To the 
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hardware detection, the route reply is treated the same as normal data packet. 

In order to track the incoming packets and outgoing packets, two timers and a Drop 

Counter are utilized in each node. Different kind of packets leads to different calculations 

on Drop Counter. The Drop Counter might be updated at two places: when a packet 

enters the node and when a packet leaves the node. For each incoming non-route-request 

packet, Drop Counter is increased by 1; for each outgoing non-route-request packet, Drop 

Counter is decreased by 1. If the value of Drop Counter exceeds a threshold value, the 

current wireless node is marked as misbehaving node and a warning message is sent to 

neighboring nodes. The recipients could be other wireless nodes, which can lower the 

rating of the node that sends the message. The node itself can also get the warning 

message, which could help the node identify if the software of the node is compromised.  

There are two timers in this scheme: Detection Timer (DeT) and Reward Timer 

(RwT). The Det and RwT are only used for route request packets. The DeT is used to 

detect if the wireless node forwards a received route request packet during the detection 

period. A received route request packet will first arrive at the hardware layer, triggering 

the DeT. Then the packet will be passed to the software layer of the same node. The 

software layer of a good-behaving node will process the route request packet. If the route 

request is original, it will forward the route request packet.  If the route request is a 

duplicated request, the software will drop the route request. If the node never forwards 

the route request packet and the DeT expires, the value of Drop Counter is increased by 

1. If the node’s DeT keeps incrementing the counter, the Drop Counter of a misbehaving 

node will reach a predetermined threshold, thus triggering the warning message to be 

sent.  
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The other timer, Reward Timer (RwT), is used to reward the good-behaving node 

during the route discovery process of DSR. During the process of route discovery, the 

route request packet is usually sent through broadcast [6], which will cause the same 

route request packet to be received several times by a single node. As shown in Figure 

4.1, when node A receives a route request packet and broadcasts that packet, its neighbor 

B will receive the packet and broadcast the packet again. Due to the nature of broadcast, 

Node A will receive the same route request packet again from node B. If node A has a 

few neighbors within its transmission range, it is likely that A will receive a few duplicate 

route requests. To compensate such an irregularity, after a good-behaving node forwards 

a route request, the node will be rewarded a grace period by means of Reward Timer 

(RwT), during which the node could “drop” the duplicate route request without being 

penalized. As shown in Figure 4.2, a wireless node receives a route request packet A 

(RRPA) which starts the DeT. During the period of DeT, the RRPA is forwarded, which 

starts the RwT. Then the three duplicate RRPA received during RwT will not be counted 

as new packets and dropping the three duplicate RRPA will not increase the drop counter. 

On the other hand, if the RRPA is not forwarded during the period of DeT, there will not 

be RwT. Then the duplicate RRPA will be counted as new packets and the dropping of 

these duplicate RRPA will increase the drop counter.  

According to the descriptions above, RwT is only initiated when a valid route request 

packet is forwarded during the period of DeT. Throughout the detection process, the 

good-behaving nodes will keep the Drop Counter below some predetermined threshold 

while the misbehaving nodes will drive the Drop Counter over the threshold. The detailed 

description about the processing of incoming packets and outgoing packets is showed in 
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Algorithm 1 and Algorithm 2. Algorithm 1 deals with incoming packets and Algorithm 2 

deals with outgoing packets. 

 

Figure 4.1: A simple wireless Ad Hoc Network 

 

 

 

 

 

 

 

 

 

Figure 4.2: The functions of DeT and RwT during the processing of route request 
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Algorithm 4.1: incoming packet processing 

 
if (incoming packet neither from nor to this node) 
then 
  if (packet is route request)  
 then 
  switch (detection status )  
   case 0: { both timers are idle } 
    start detection timer; 
    detect_timer_.sched(detect_timer_len_ ); 
    drop counter increase by 1; 
    detection status change to 1; 
    break; 
   case 1: { detect timer is pending  
    break; 
   case 2: { detect or reward timer pending } 
    break; 
   default: 
    break; 
  end switch 
 else  { not a route request } 
  drop counter increase by 1; 
 end if 
end if 
if ( drop counter larger than threshold )  
then  
 mark this node as misbehaving; 
end if 
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Algorithm 4.2: outgoing packet processing 

 
if (outgoing packet neither from nor to this node) then 
 if (outgoing packet is route request)  
 then 
  switch (current detection status)  
   case 0: {both timers are idle} 
    if (drop counter larger than 0 ) 
    then 
     drop counter decrease by 1; 
    endif 
    break; 
   case 1: {detect pending and reward idle} 
    if (drop counter larger than 0 ) 
    then 
     drop counter decrease by 1; 
    endif 
    detection status change to 2; 
    break; 
    case 2: {detect or reward pending} 
     if (drop counter larger than 0 ) 
     then 
      drop counter decrease by 1; 
     endif 
     break; 
    default: 
     break; 
  end switch 
 else { not a route request } 
  if (drop counter larger than 0 ) 
  then 
   drop counter decrease by 1; 
  endif 
 end if 
end if 
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4.2 Simulations  

In this section we describe the design and running of simulations for the two-timer 

scheme. The simulation is implemented on ns2, which is one of the most commonly used 

network simulator. As mentioned above, the simulation is based on DSR, which could be 

easily extended to simulate other wireless routing protocols, such as DSDV, AODV, etc. 

 

4.2.1 Simulation Scenario 

The simulations use Random Waypoint Model [46], in which a node moves from one 

location to another location by randomly selecting some direction and speed. This 

mobility model is memory-less, since it has no knowledge of its past locations and 

speeds. And the new direction and speed are independent of the previous direction and 

speed. According to [46], Random Waypoint Model creates realistic mobility pattern for 

the way people might move in and is used in many prominent simulation studies on ad 

hoc network protocols. The networks with random way point mobility are created 

through the CMU TCP/CBR scenario generator. The traffic is TCP based, generated by 

CMU TCP/CBR traffic generator. There are 50 nodes in the simulation, which uses a 670 

(meters) x 670 (meters) topology. The number of TCP connections is 20. As for the 

Random Waypoint parameters, the pause time is 5.0 seconds and the maximum speed is 

20 meters/second. 

 

4.2.2 Misbehaving Nodes 

NS2 [47, 48] simulator has been modified to enable some nodes to be configured as 

misbehaving. The misbehavior here is defined as dropping all the incoming packets 
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except the packets for itself. The misbehaving node is selected randomly for each 

simulation. In addition to that, there is a time parameter randomly selected for each 

misbehaving node. This time parameter will specify after what time the node will behave 

maliciously, i.e. dropping all the received packets except the packets for the node itself. 

The percentage of misbehaving nodes varies from 10% to 40% of the total nodes.  

 

4.2.3 Detection Effectiveness and False Positive 

The objective of the simulation is to show if the two-timer scheme can detect the 

misbehaving nodes accurately and efficiently. Thus two evaluation metrics are used in 

the evaluation: false positive and detection effectiveness.  

Detection Effectiveness measures how well the two-timer scheme performs in identifying 

the misbehaving nodes. The detection effectiveness is computed as follows.  

100
__

_
×=

nodesgmisbehavinTotal
nodesDetectedssffectiveneDetectionE

 

In the formula above, detected_nodes are the misbehaving nodes that have been 

identified. For example, if the scheme detects all of the misbehaving nodes in the 

network, the detection effectiveness is 100%. On the other hand, if it cannot detect any 

misbehaving node, the detection effectiveness is 0%.  

Some good-behaving nodes may be misidentified as misbehaving nodes; this is called 

False Positive. It is measured as the number of good but detected misbehaving nodes 

divided by the total number of detected misbehaving nodes. 

100
_

__
×=

nodesDetected
nodesngmissbehavifiedmissclassiiveFalsePosit
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The detection object would be to have 0% false positive and 100% detection 

effectiveness. But this in turn is extremely difficult to obtain. Our goal in this study is to 

keep false positive at 0% and try to get the detection effectiveness as high as possible. 

Having a number of good nodes being misclassified has a negative effect on the overall 

performance of the network. On the other hand, some nodes that have the potential of 

misbehaving may not be involved in any communication path. This in turn makes those 

nodes difficult to detect and having minimum impact on the network performance.  Thus, 

our goal is to get very low false positive, followed by high detection effectiveness.  

 

4.2.4 Two-Timer Selection 

The selection of the two timers is crucial to the success of the detection. The purpose of 

the Detection Timer (DeT) is to check if the node would forward a packet within that 

time period. If the value of DeT is too small, even the good-behaving node could not 

forward the received packet in a timely manner. On the other hand, if DeT is too large, 

the efficiency of the detection process will be decreased. For Reward Timer (RwT), its 

purpose is to give the good-behaving node more time to deal with the duplicate packets. 

If it is too small, the good-behaving node could be deemed as dropping some valid 

packets while it is really dropping the duplicate route requests. On the contrary, if RwT is 

too large, the granularity of the detection will be affected adversely. According to the 

discussions above, both timers (DeT and RwT) need be carefully selected to get very low 

false positive and high detection effectiveness. We have determined the length of these 

two timers based on an extensive number of simulations which are explained below.  
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4.2.5 Simulations 

Two sets of simulations are run to determine the length of the timers –simulation set 1 

(SS1) and to evaluate the performance – simulation set 2 (SS2). As mentioned earlier SS1 

is to find good fittings for DeT and RwT where we experiment with a range of values for 

these two timers. After finding the good fittings, SS2 is to verify the effectiveness of the 

two timers selected. To eliminate the effect of fluctuation, each set of simulation is run a 

number of times to get the average result. Within the set of simulation, the selection of 

the misbehaving nodes is done by means of a random process, i.e. every simulation has a 

different set of misbehaving nodes. In SS1, each single simulation is run 10 times; while 

in SS2, each single simulation is run 100 times to verify the effectiveness of the detection 

scheme. For both simulations, the percentage of misbehaving nodes ranges from 10% to 

40%, with an increment of 10%.  

 

4.3 Performance Evaluation 

In this section, we evaluate the performance of the proposed two timer scheme. First, we 

discuss the selection of the two timers. Once the timers are selected, we present an 

extensive study of the performance of the scheme under different scenarios. 

 

4.3.1 Selection of Two Timers 

The purpose of these simulations (SS1) is to find the best fittings for the two timers –DeT 

and RwT. The simulation is run for a large range of timers. We have restricted the 

selection of the timers’ length to the time-span of the timers that results in 0% false 

positive detection. As for detection effectiveness, it is good to have high detection as long 
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as keeping the false positive as 0%. DeT ranges from 10ms to 15ms with increments of 

1ms. RwT ranges from 60ms to 75ms with increments of 5ms. The ranges of DeT and 

RwT were selected through a large number of simulations; these ranges had the best 

results.  Figure 4.3 shows the results of simulations that have 0% false positive and at 

least 80% detection effectiveness. Figure 4.4 shows the results with 0% false positive and 

at least 90% detection effectiveness. For each timer-pair (DeT and RwT), four kinds of 

simulation are conducted for different percentages of misbehaving nodes, 10%, 20%, 

30% and 40%. The goal is to find the DeT-RwT pair which could work well for all those 

four cases.  

 

 

Figure 4.3: Simulation results with 0% false positive and at least 80% detection 

effectiveness 
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Figure 4.3 shows a good number of DeT-RwT pairs that work well for 0% false 

positive and at least 80% detection effectiveness. These results provide a good number of 

DeT-RwT pairs to choose from. On the other hand if detection effectiveness is set to a 

higher level (90+%), from Figure 4.4 we observed that only two pairs, (12, 70) and (13, 

75), work well for all percentages of misbehaving nodes. The next simulation will 

confirm the effectiveness of the timers selected from SS1.  

 

 

Figure 4.4: Simulation results with 0% false positive and at least 90% detection 

effectiveness 

Here are some possible reasons about the two pairs working well for the detection 

results. It is usually take 12 ms or 13 ms for the good-behaving node to forward the route 

request packet correctly. The length of DeT is related to the design of DSR protocol used 

in the simulation. On the other hand, if a node does not forward the route request within 
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the period of 12 ms or 13 ms, it is very likely that node is misbehaving. Another factor 

affecting the length of DeT is the traffic coming into the mobile node. If there is heavy 

traffic, it will take the good-behaving node more time to process the route request. The 

range between 12 ms and 13 ms might be the variation of processing the incoming route 

requests correctly. As for the RwT, its length affects the detection efficiency. If it is too 

long, the time needed to detect the misbehaving node will be lengthy too.  

 

4.4.2 Performance 
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Figure 4.5: Simulation results with 0% false positive 

 

The timer pair used in this simulation is from the simulation results above. In this 

simulation, 100 simulations are conducted using the timer pair (13ms, 75ms). For SS2, 
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we have kept the false positive as 0%. The results of the simulation are shown in Table 

4.1 and in a graphical from in Figure 4.5. It should be pointed out that all these 

simulations have 0% false positives. 

In Figure 4.5, there are four columns. Each column corresponds to a percentage of 

misbehaving nodes in the simulation. As mentioned earlier, for each percentage of 

misbehaving nodes 100 simulations are run. As shown in Figure 6, the scheme can detect 

80% or above misbehaving nodes in all the percentages at a probability of almost 90%. 

For all the percentages, they have perfect detections at a probability of at least 55%. An 

interesting phenomenon is that the probability of perfect detection decreases as the 

percentage of misbehaving nodes increases. One reason is that more misbehaving nodes 

lead to more separated networks. In such cases, there is no enough traffic to pass the 

misbehaving nodes while the two-timer scheme needs a relatively connected network. 

Another reason is that as the percentage of misbehaving nodes increases the number of 

packets resent increases, leading to longer response time for the good-behaving nodes. 

 

Table 4.1: Simulation results 

Percentage of Misbehaving Nodes Detected 
Misbehaving 
Nodes (%) 10% 20% 30% 40% 

0-60 8 6 4 6 
60-70 5 0 5 3 
70-80 0 2 5 3 
80-90 12 7 14 12 

90-100 0 15 16 21 
100 75 70 56 55 

 

The “Unobtrusive Monitoring” technique uses the same evaluation metrics of 
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detection effectiveness and false positive [21, 49]. Unobtrusive Monitoring tries to detect 

misbehaviors in MANET through TCP timeout event and DSR route error message. If 

there is no corresponding DSR route error message to a TCP timeout event, the TCP 

timeout event is caused by some misbehaving node along that TCP connection. In 

comparison to the two-timer scheme proposed in this paper, the unobtrusive monitoring 

only has detection effectiveness of 60%-80% with the false positive at around 40% [21]. 

On the other hand, the unobtrusive monitoring can only detect the misbehaving routes 

instead of detecting the misbehaving nodes. Thus the unobtrusive monitoring cannot 

isolate the misbehaving nodes. Furthermore, unobtrusive monitoring can only conduct the 

detection work offline. The misbehaving nodes could cause the damage to the network 

without being identified during the running of the network. On the contrary, the two-

timer technique proposed in this paper can detect the misbehaving nodes in a real-time 

manner with high detection effectiveness and zero false positive.  

 

4.4 Concluding Remarks 

Mobile ad hoc networks are more vulnerable to misbehaving activities than the wired 

networks, which makes securing the mobile ad hoc networks very promising and 

enormously important. This paper presents a hardware based two-timer scheme to detect 

the misbehaving nodes. The features of the proposed schemes are: 

• High detection of misbehaving nodes. The proposed scheme can detect 80% or 

above misbehaving nodes with a probability of almost 90%. 
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• Low false positive. The two timers in the simulations are set to achieve a 0% 

misclassification of good-behaving nodes as misbehaving nodes. A bigger tolerance 

of the false positive will usually boost the detection effectiveness. 

• Minor changes to software layer. The proposed scheme requires very little change 

to the present software layer and can be easily implemented at the hardware layer due 

to the simple nature of the scheme.  

• Simple to implement in hardware. There are only two timers and a counter 

needed. Thus this scheme can be implemented at very low cost. 

The simulation results show that the two-timer scheme can detect and misbehaving 

nodes accurately in terms of detection effectiveness and false positive.  

At the same time, the two-timer scheme can still be improved in the following 

aspects. First, we are using different network parameters, such as node speed, node 

density, and traffic size, to evaluate the values of the two timers. Secondly, the two timers 

are selected through running a set of simulations. We are trying to implement an adaptive 

mechanism to automatically find the two timers according to different network 

parameters.  
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CHAPTER 5 

CACHE SCHEME 

 

In this chapter a novel hardware assisted detection scheme is proposed and evaluated. In 

this proposed scheme, the hardware can detect the misbehavior conducted by the 

misbehaving nodes. The misbehaving nodes could be selfish, or malicious. Selfish nodes 

are mobile nodes trying to optimize their own gain and neglecting for the welfare of other 

nodes. In this chapter, the selfish node either drops all the packets not related to it or 

drops the data packets only. The malicious node misroutes the data packets to its 

colluding partner or a randomly chosen destination instead of the real destination. After 

receiving the misrouted packet, the colluding node could analyze the traffic and gain 

valuable information. Without identifying the intention of the node, selfish node and 

malicious node both belong to misbehaving nodes. In this chapter, the words 

misbehaving and selfish or malicious are used interchangeably, even though the selfish 

node is mainly conducting packet dropping and malicious node is usually involved in 

packet misrouting. The detection hardware monitors the activities related to packet 

receiving and packet sending. So, the hardware can tell the difference between a good-
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behaving node and a misbehaving node. Upon detecting the misbehavior, the hardware 

will report the misbehaving node (itself) to other nodes. The other nodes will use the 

information received to protect the network. For example, other nodes could isolate the 

misbehaving nodes from the network. In this scheme, there is a separation between 

software and hardware inside a single mobile node. The software could be misbehaving, 

but the hardware is tamper resistant [41, 43] and is the cornerstone of building trust 

relationship among mobile nodes. 

The rest of the chapter is organized as follows. Section 5.1 describes the hardware 

assisted cache scheme. Next, section 5.2 and section 5.3 describe the simulation and 

performance evaluation, respectively. Finally, conclusion and further research are 

discussed in section 5.4.  

 

5.1 Hardware Assisted Detection 

This chapter first gives an overview about hardware assisted detection in mobile ad hoc 

networks. Then it discusses packet dropping and packet misrouting committed by the 

misbehaving nodes. The cache schemes used to detect packet dropping and packet 

misrouting are explained in detail. 

 

5.1.1 Overview 

Nodes in MANET are independent. It is not guaranteed that every node in MANET will 

be good-behaving. It is very difficult to build a reliable trust relationship among mobile 

nodes without predefined security association. In this case, tamper-resistance hardware 

can act as the foundation of building reliable trust relationship among mobile nodes in 
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MANET. Tamper resistant hardware is very popular in the smart card field. Some 

successful techniques are applied to build tamper resistant hardware [50]. When the 

software of a mobile node is tampered with or without the knowledge of user, the 

hardware can detect the misbehavior and send warning message to other nodes in 

MANET. After receiving the warning message, other mobile nodes can lower the rating 

of the misbehaving node or isolate the misbehaving node from the network. This paper 

focuses on the detection functionality of the hardware scheme. 

 

5.1.2 Packet Dropping 

This section explains the concept of packet dropping committed by the misbehaving 

nodes. There are two kinds of packet dropping conducted by the misbehaving nodes, 

simple dropping and selective dropping. As mention before, the simple dropping is 

usually committed by the selfish node, while the malicious node involves in both simple 

dropping and selective dropping. In simple dropping, the misbehaving nodes drop all the 

packets not to or from them; while in selective dropping, the misbehaving nodes only 

drop data packets not to or from them while forwarding the control packets, such as route 

request, route reply, etc. Since in simple dropping, the misbehaving node never forwards 

packets unrelated to it, it effectively disrupts the communications among other nodes. 

Without forwarding packets for other node, the misbehaving node can save battery life, 

CPU cycles, network bandwidth, etc.  

Because in selective dropping scenario the misbehaving node forwards some of the 

packets as well as dropping some other packets, it is more difficult to detect selective 

dropping than detect simple dropping. By dropping the data packets only, the 
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misbehaving node can ask other nodes to forward packets for it without forwarding data 

packets for other nodes. In selective dropping, the misbehaving node can also choose to 

only drop control packet and forward data packet. But such case would be equal to simple 

dropping. Since the misbehaving node never forwards control packets including route 

reply packet, it will not appear as a valid node in the paths collected by other nodes. The 

other nodes have no idea the existence of the misbehaving node. Thus, the misbehaving 

node will not receive valid request to forward data packet from other nodes. All of the 

packets received by the misbehaving node are route requests. So, selectively dropping 

control packet only is equal to simple dropping. Thus, there are only two kind of 

dropping scenarios needed to be taken care of. 

 

5.1.3 Packet Misrouting 

In the MANET, a malicious node can misroute the data packets to its colluding partner or 

a randomly chosen destination with the intention to mount further attacks to the networks 

or disrupt the normal communication. Upon receiving the misrouted packets, the 

colluding partner could then conduct traffic analysis and gain valuable information. For 

example, a malicious node can extract user name and password from the packets and use 

such information to gain monetary benefits. In this scenario, the malicious node 

misrouting the packets could be a normal mobile node with limited computation ability, 

while the colluding node analyzing the traffic could be a high-performance node, 

focusing on traffic analysis. The malicious node will not gain useful information from 

analyzing the route request packet. Instead, the malicious node needs to be seen by other 

nodes and stays on some valid path to receive valid data packet. So the malicious node 
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does not misroute route request packet. Since the malicious node forwards route request 

packets correctly, the other nodes would think the malicious node is a valid intermediate 

node and use it to forward data packets. So, in this scenario, the malicious node only 

misroutes data packets. Furthermore, one malicious node can misroute data packets to 

more than one destination node. There is nothing to stop the colluding nodes from 

sharing the information obtained. For example, among all the malicious nodes, there is 

only one node equipped with high computation capability. Then all the other nodes would 

use the node with high computation capability as the colluding node and misroute the 

packets to that high performance node.  

The discussion about misrouting above is only for explanation purpose. The detection 

hardware will not notice if there is colluding partner or not. During the detection process, 

the detection hardware pays no attention to the destinations which receive misrouted data 

packets. All that the detection hardware cares is the misbehaving node misrouting data 

packets. If the detection hardware identifies that the node is committing packet 

misrouting, it will send out the warning message. 

 

5.1.4 Cache Scheme for Packet Dropping 

In hardware assisted detection scheme, the hardware is responsible to detect the 

misbehavior of the software and report such misbehavior to other nodes. In the cache 

based detection scheme, there is a cache unit as well as a few counters. The cache stores 

the identity information of the recently received packets and is used to differentiate 

original packets from duplicate packets received by wireless node. A mobile node could 

receive the same route request multiple times due to the broadcast effect during the route 
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discovery process. As shown in Figure 5.1, when node A receives a route request packet 

and broadcasts that packet, its neighbor B will receive and broadcast the route request 

packet. Due to the nature of broadcast, node A will receive the same route request packet 

again from node B. If node A has a few neighbors within its transmission range, it is 

likely that A will receive a few duplicate route requests. The cache can help the detection 

hardware recognize the original route request from the duplicate route requests.  

 

 

Figure 5.1: A simple wireless Ad Hoc Network 

 

There are four counters used in the cache based detection of packet dropping: TC 

(Total Counter), DC (Drop Counter), TDC (Total Data Counter) and DDC (Data Drop 

Counter). The first two counters are used to detect simple dropping while TDC and DDC 

are used to detect selective dropping. TC is used to record the total number of unique 

packets received, while DC is used to record how many unique packets are dropped by 

this node. TDC is used to record how many data packets are received by the node while 
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DDC records the number of data packets dropped. During the detection process, the 

ration of DC to TC and the ratio of DDC to TDC are used. A high value of either of the 

ratio usually leads to the consideration of misbehavior. 

The processing of incoming route request packet is depicted in Figure 5.2. As shown 

in Figure 5.2, each cache item has four fields: valid flag, source address, destination 

address and request number. When the detection hardware receives a route request, it will 

query the cache table if the same route request has been received before by using the 

source address and destination address as index. If there is a match in the cache table and 

the valid flag is set, the request number of the incoming packet is compared with the 

request number stored in the cache table. If the request number of the incoming route 

request is larger than the one in the cache table, the route request is original. Other wise, 

the incoming route request is a duplicate request. If the incoming route request is original, 

the cache table is updated with the new route request and the counters TC and DC are 

increased by 1. When the cache table is full, there needs a replacement strategy to find a 

slot for the new item in the cache table. The replacement strategy applied is first-in-first-

out, a simple and effective algorithm.  

If the incoming packet is a data packet, there is no need to query the cache table. In 

this case, the counters TDC and DDC are simply increased by 1. 

For each outgoing packet, the counters are processed according to the type of packet 

received. If the outgoing packet is a route request packet, DC is decreased by 1. If the 

outgoing packet is a data packet, DDC is decreased by 1.  

At some point, if either the ratio of DC to TC, or the ratio of DDC to TDC exceeds 

some predetermined thresholds, the detection hardware will send out a warning message 
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to other nodes or the upper layer of the node. To decrease the false positive, DDC and 

DC need to be larger than some base value before the node could be indicted as 

misbehaving. The other nodes receiving the warning message could lower the rating of 

the node indicted or even isolate the node. 

 

Figure 5.2: Processing of incoming Route Request Packet 
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The basic cache scheme described above needs another timer, penalty timer (PeT), to 

improve the detection performance. The timer is used to give additional penalty if a node 

doesn't forward a route request. So, even though a misbehaving node only drops a few 

packets, the additional penalty added by PeT would make the Drop Counter of the 

misbehaving node significant different from that of a normal node. PeT is started when 

an original route request is received. If the node doesn't forward the route request during 

the period of PeT, PeT expires and an extra penalty is added to DC. PeT is only started 

when an original route request is received. A duplicate route request will not initiate PeT. 

The cache unit inside the detection hardware can tell if a received route request is original 

or duplicate.  

The purpose of PeT is to give additional penalty for dropping original route request 

packet. Thus good-behaving nodes and misbehaving nodes will have more obvious 

differences in terms of the values of Drop Counter (DC). Such additional penalty can 

improve the detection performance in terms of detection effectiveness and false positive. 

The detailed information about dealing with packet dropping detection is described in 

the following algorithms. Algorism 5.1 is for processing of incoming packets, while 

algorithm 5.2 is for processing of outgoing packets. 

---------------------------------------------------------------------------------------------------------- 

Algorithm 5.1: incoming packet processing in packet dropping detection 

if (incoming packet neither from nor to this node) 
then 
  if (packet is route request)  
  then 
      query the cache table if this original or duplicate 
      if (packet is duplicate ) 
      then 
        {do nothing} 
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      else {packet is original} 
        insert the identity information to cache table 
        if ( penalty timer is not started) 
        then 
          start penalty timer 
          set penalty timer status 
        end if 
        packet drop counter increased by 1 
        packet total counter increased by 1  
      end if 
  else  { not a route request } 
      packet drop counter increased by 1 
      packet total counter increased by 1  
      if (not route reply ) 
      then 
          packet data counter increased by 1 
          packet data drop counter increased by 1 
      end if 
  end if 
end if 
if (the ratio of packet data drop counter to packet  

data counter or the ratio of packet drop counter 
to packet counter is larger than the threshold)  

then  
 mark this node as misbehaving; 
end if 
 

Algorithm 5.2: outgoing packet processing in packet dropping detection 

if (outgoing packet neither from nor to this node) 
then 
  if (packet is route request)  
  then 
      if (penalty timer is pending) 
      then 
        stop the penalty timer 
        reset penalty timer status 
      end if 
      packet drop counter decreased by 1 
  else {not a route request} 
      packet drop counter decreased by 1 
      if (not route reply ) 
      then 
        packet data drop counter decreased by 1 
      end if 
  end if 
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end if 
 

 

5.1.5 Cache Scheme for Packet Misrouting 

In order to detect packet misrouting, there is another cache unit needed to contain the 

identity of the data packet and the route used by the data packet. Besides the identity and 

route information, there is also a valid flag needed for each cache item. The valid flag is 

used to denote the validity of the cache entry. The fields of cache entry, along with the 

processing of outgoing data packets, are shown in Figure 5.3. There is another counter, 

Data Misrouting Counter (DMC), used to detect the misrouting behavior. DMC is used to 

record the number of data packets misrouting by the upper layer software.  

When the detection hardware receives an incoming data packet, it will check if the 

node itself is the destination. If it is true, the hardware does nothing but give the packet to 

the upper layer. Otherwise, the hardware will query the cache unit if the same data packet 

has been received before. If the incoming data packet is a new one, a new cache item 

containing the identity and route of the packet is inserted into the cache table. If the data 

packet is a duplicate, there will be no update to the cache table. On the other hand, if the 

data packet is original, the identity and the path of the packet are inserted into the cache 

table along with DMC increased by 1. 

For an outgoing data packet, the hardware detection unit checks if the source is the 

node itself. If the data packet is generated by the node itself, the hardware does nothing 

but send the packet out through the physical channel. Otherwise, the hardware will query 

the cache unit if the there is a hit for this packet. If there is a hit, DMC is decreased by 1. 

Otherwise, the hardware does nothing but send out the packet through the physical 
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channel. The processing of outgoing data packet is shown in Figure 5.3. 

 

Figure 5.3: Processing of outgoing Data Packet 

 

If the ratio of DMC to TDC is larger than a predetermined threshold, the detection 
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The main difference between the detection of packet dropping and detection of packet 

misrouting lies in the different cache unit used. The cache unit in the packet dropping 

detection is used to differentiate the difference between the original route request and 

duplicate route request, while the cache unit used in the packet misrouting scheme can 

tell if a received data packet is forwarded correctly. The detailed information about the 

processing of the data packets in the packet misrouting scheme is in the following 

algorithms. Algorithm 5.3 deals with incoming packets, while algorithm 5.4 processes 

outgoing packets. 

 

Algorithm 5.3: incoming packet processing in misrouting detection 

if (incoming packet neither from nor to this node) 
then 
  if (packet is neither route request nor route reply)  
  then 
      packet data counter increased by 1 
      query the cache table about the packet received  
      if (this is a new data packet) 
      then 
          packet data misrouting counter increased by 1 
          update the cache with the packet information 
      end if 
  end if 
end if 
if (the ratio of packet data misrouting counter to packet  

data counter is larger than some threshold)  
then  
 mark this node as misbehaving -- misrouting 
end if 
 

Algorithm 5.4: outgoing packet processing in misrouting detection 

if (outgoing packet neither from nor to this node) 
then 
  if (packet is neither route request nore route request)  
  then 
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      query the cache about the packet being sent 
      if (the packet has a match in the cache unit) 
      then 
        packet data misrouting counter decreased by 1 
      end if 
  end if 
end if 
 

In both the packet dropping detection and packet misrouting detection, the trigger to 

mark the node as misbehaving happens when the node receives a new packet. The 

thought behind not putting the trigger at both the packet sending phase and the packet 

receiving phase is to save some calculation without decreasing the detection performance. 

If the trigger only happens at the packet receiving phase, the detection hardware might 

fail to report a misbehaving node. For example, if a misbehaving node never forwards the 

packets received, the node will not be marked as behaving because the hardware never 

enters the detection phase. On the other hand, putting the detection at the packet receiving 

phase would easily identify this node as misbehaving. Thus, putting the detection only at 

one location saves some calculation work without sacrificing performance loss. 

Besides the location of the detection, the hardware detection scheme utilizes a 

practical periodical detection to maintain a good detection performance. The 

communication inside a network will last for some relatively long time. The detection 

hardware monitors the upper layer software and reports any possible misbehavior 

continuously. Along with the running of the network, the various data, i.e. counters, are 

collected by the detection hardware. If the counters are never reset at some time, the 

values of the counters will keep increasing along with error building up. The error 

buildup would very likely to adversely affect the detection results. Further more, the 

purpose of the detection is to provide information for the next step, isolation or rating. 
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Even though some node might shows symptoms of misbehaving at some time, it does not 

mean that node is intentionally committing the wrongdoing. For example, when the 

battery of some node is extremely low, the node might decide to drop packets received 

temporarily, leading to be marked as misbehaving. Thus the other nodes can lower the 

rating the misbehaving node. But after recharge, the node would come back as a good-

behaving node.  If the node would continue to act as a good node, the rating of the node 

would be raised a little bit. Thus other nodes can use this node to forward packets after 

the node’s rating is good enough. It would adversely affect the performance of the 

networks if the once low-battery node is excluded from the networks forever. On the 

other hand, even an intentionally bad node would act as normal if it knows the 

consequence of being detected as misbehaving. If a bad node needs other nodes’ help to 

forward packets, it would be compelled to cooperate to avoid being excluded. According 

to the discussions above, there is a special timer, Reset Timer, used to trigger the reset 

operations. Each time the Reset Timer expires, all the counters are reset to zero.  

 

5.2 Simulations 

In this section, we will describe the design and running of simulations for the cache 

scheme. The simulation is implemented using NS2, a widely used network simulator. The 

simulation uses DSR (Dynamic Source Routing) as routing protocol. The simulations can 

be easily extended to other routing protocols, such as AODV. 

 

5.2.1 Simulation Scenario 

The simulations use Random Waypoint Model [46], in which a node moves from one 
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location to another location by randomly selecting some direction and speed. This 

mobility model is memory-less, since it has no knowledge of its past locations and 

speeds. And the new direction and speed are independent of the previous direction and 

speed. According to [46], Random Waypoint Model creates realistic mobility pattern for 

the way people might move in and is used in many prominent simulation studies on ad 

hoc network protocols. The networks with random way point mobility are created 

through the CMU TCP/CBR scenario generator. The traffic used in the simulation is 

CBR (Constant Bit Rate) based. There are 50 nodes in the simulation, which uses a 670 

(meters) x 670 (meters) topology. The number of CBR connections is 20. As for the 

Random Waypoint parameters, the pause time is 5.0 seconds and the maximum speed is 

20 meters/second. Each CBR connection generates packets using the interval of 1 second 

or less. The simulation process lasts 200 seconds. 

 

5.2.2 Misbehaving Nodes 

Ns2 simulator has been modified to enable some nodes to be configured as misbehaving. 

The misbehavior here is defined as simple dropping, selective dropping, or misrouting. 

The misbehaving node is selected randomly for each simulation. At the beginning of each 

simulation, a random number generator is used to pick different set of nodes as 

misbehaving. The random number generator uses different seeds to make sure the sets of 

misbehaving nodes are different from each other. To further simulate the detection 

performance under different circumstances, the percentage of the misbehaving nodes out 

of the total nodes are made different. In the simulation run in this chapter, the percentage 

of misbehaving nodes varies from 10% to 40% of the total nodes in increment of 10%. In 
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addition to the random selection of misbehaving nodes, there is a time parameter 

randomly selected for each misbehaving node. This time parameter will specify when the 

node will start to misbehave. Thus, the misbehaving nodes will start to misbehaving at 

different times, simulating the real-life networks. For example, node A will start to 

misbehave at time 2.0, while node D starts to misbehave at time 15.0.  

 

5.2.3 Detection Effectiveness and False Positive 

The objective of the simulation is to show if the cache scheme can detect the 

misbehaving nodes accurately and efficiently. Thus two evaluation metrics are used in 

the evaluation: false positive and detection effectiveness.  

Detection Effectiveness measures how well the cache scheme performs in identifying 

the misbehaving nodes. The detection effectiveness is computed as follows.  

 

100
__

_
×=

nodesgmisbehavinTotal
nodesDetectedssffectiveneDetectionE

 

 

Detected_nodes are the misbehaving nodes that have been indicted. For example, if 

the scheme detects all of the misbehaving nodes in the network, the detection 

effectiveness is 100%. On the other hand, if it cannot detect any misbehaving node, the 

detection effectiveness is 0%. For example, if the total number of mobile nodes is 50 and 

the number of misbehaving nodes is 20, detecting 18 misbehaving nodes would result in 

90% detection effectiveness. 

Some good-behaving nodes may be misidentified as misbehaving nodes, which leads 
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to the metric of False Positive. It is measured as the number of good but detected 

misbehaving nodes divided by the total number of detected misbehaving nodes. For 

example, if the total number of mobile nodes is 50 and 20 nodes are misbehaving, 

detecting 25 nodes as misbehaving, including 20 misbehaving nodes and 5 misidentified 

nodes, would lead to the false positive as 20%. 

 

100
_

__
×=

nodesDetected
nodesgmisbehaviniedmisclassifiveFalsePosit  

 

The perfect detection would have 0% false positive and 100% detection effectiveness. 

But this in turn is extremely difficult to obtain. The goal in this study is to keep false 

positive as low as possible and try to get the detection effectiveness as high as possible. 

Having a number of good nodes being misclassified has a negative effect on the overall 

performance of the network. On the other hand, some nodes that have the potential of 

misbehaving may not be involved in any communication path. This in turn makes those 

nodes difficult, or even impossible, to detect. At the same time such remote nodes have 

minimum impact on the network performance because they are not engaged in valid data 

communication. Thus, the first goal is to get very low false positive, maintaining a good 

network performance. The high detection effectiveness would lead to as many as possible 

misbehaving nodes being identified, minimizing the impact to the network performance 

from misbehaving nodes. 
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5.2.4 Cache 

The cache unit inside the detection hardware can differentiate the original packets from 

the duplicate packets. In the packet dropping scenario, the cache stores the identity 

information of the recently received route request packets. So a duplicate route request 

packet could be legitimately dropped by the software without triggering the hardware 

detection. Because it needs not to store the whole packet but the identity information, the 

size of each cache item is small. Furthermore, since the duplicate packet could only be 

route request packets due to the broadcast nature, the cache size is expected to be small. 

The fields of cache item used to detect packet dropping are shown in Figure 5.2. As for 

the packet misrouting scenario, the cache unit contains the identity information of the 

packet along with the route information of the packet. Since data packets are usually 

processed by the software layer without delay, the size of the cache unit is expected to be 

small, too.  

The number of cache entries is expected to affect the detection performance in terms 

of detection effectiveness and false positive. On one hand, if the number of cache items is 

too small so that some old packet information is overwritten by the new comers, the 

cache will misidentify some duplicate packets as original. On the other hand, too many 

cache items would waste resource without gaining significant performance 

improvements. Having an appropriate cache size can keep the false positive at a low level 

while maintaining relatively high detection effectiveness. The simulations run in this 

chapter will find the optimal number of cache entries.  
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5.2.5 Simulations  

A few sets of simulations are conducted to evaluate the detection performance. As 

mentioned before, the misbehaving nodes either drop packets or misroute packets. So the 

simulations are divided into a few series, focusing on different aspects of the detections. 

Simulation Series 1 (SS1) is used to detect packet dropping, while Simulation Series 2 

(SS2) is used to detect packet misrouting. For each series, there are multi-set of 

simulations with different parameters, such as traffic load. The percentage of 

misbehaving nodes ranges from 10% to 40%, with an increment of 10%. Different 

percentages of misbehaving nodes help evaluate the detection performance under 

different situations. To eliminate the effect of fluctuation, each simulation is run 20 times 

or more with different sets of misbehaving nodes to get the average result. Within the 

same set of simulation, the selection of the misbehaving nodes is done by the means of a 

random process. So each simulation has its own set of misbehaving nodes.  

 

5.3 Performance Evaluation 

This section focuses on the analysis of the simulation results for different scenarios. The 

first part deals with simple dropping and selective dropping, while the second part deals 

with the packet misrouting. For each scenario, different sets of simulations are run to 

evaluate the detection performance. 

 

5.3.1 Simple Dropping Scenario 

The set of simulations conducted in this section is to evaluate the detection performance 

of cache scheme in the simple dropping scenario. In this scenario, the misbehaving node 
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will drop every incoming packet if that packet is neither from itself nor to itself. Since the 

misbehaving node drops all the incoming route request packets, other nodes will not see 

this node as a functioning node and they will not use this node to forward data packets. 

Thus, the only valid packets received by the misbehaving node but not related to it are 

route request packets.  

The first step is to evaluate the detection performance regarding different cache sizes. 

The size of the cache unit not only affects the hardware cost, it also affects the size of the 

detection hardware and the consumption of the very precious resource, battery. So the 

object is to make the cache size as small as possible while maintaining the high detection 

performance. Figure 5.4 shows the false positive using different cache sizes. As shown in 

the figure, the false positive decreases as the size of cache increases.  This trend holds for 

all the four percentages of misbehaving nodes.  When the size of cache increases to 8, the 

false positive is 0%. After this point, the increment of cache size will not gain further 

significant benefit in terms of false positive. The false positive stays steadily at 0% when 

the cache size is more than 8.  

Another metric used to evaluate the detection performance is detection effectiveness. 

As shown in Figure 5.5, the detection effectiveness does not change a lot when the cache 

size increases from 1 to 32. When the cache size is set as 1, the detection effectiveness is 

at least 98%, of course with a lot of good-having nodes misidentified as misbehaving. As 

the cache size increases, the detection effectiveness decreases just a little bit. When the 

cache size reaches 32, the detection effectiveness is still at least 96%.    



 74

0
0. 1
0. 2
0. 3
0. 4
0. 5
0. 6
0. 7
0. 8
0. 9

1 2 4 8 16 32Cache Size

F
a
l
s
e
 
P
os

i
t
i
v
e

10% misbehaving nodes 20% misbehaving nodes
30% misbehaving nodes 40% misbehaving nodes

 

Figure 5.4: False positive in simple dropping scenario 
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Figure 5.5: Detection effectiveness in simple dropping scenario 
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We have mentioned the first goal of the detection scheme is to keep the false positive 

as low as possible while keeping the detection effectiveness relatively high. According to 

the discussion above, as the size of cache increases there is no significant change in the 

detection effectiveness. So we can mainly focus on the effect of cache size on false 

positive. The false positive reduces to almost 0% when the cache size is equal to or larger 

than 8. Since there is no significant gain when the cache size is larger than 8, we could 

decide that 8 cache entries are enough in the cache scheme proposed. Also, if we want 

more tolerance for different data traffic, we could choose to use 16 cache entries 

 

5.3.2 Selective Dropping Scenario 

In selective dropping scenario, the misbehaving node will drop every incoming data 

packet unless that packet is from itself or to itself. At the same time, the node will 

correctly forward control packets, such as route request, route reply, etc. The cache size is 

set as 8, which is confirmed in the simple dropping scenario above. 

Table 5.1 shows the false positive and the detection effectiveness for different 

percentages of misbehaving nodes. Similar to the simple dropping scenario, the 

percentages of misbehaving nodes are from 10% to 40% in increment of 10%. 20 

simulations are run for each case in order to get the average detection results. The best 

result would be 0% false positive and 100% detection effectiveness, meaning all of the 

misbehaving nodes are detected and none of the good nodes is misidentified as 

misbehaving. 

From the results shown in Table 5.1, the cache scheme has almost 0% false positive. 
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But the detection effectiveness is only around 40%. In comparison with the simple 

dropping scenario which has nearly 0% false positive and more than 90% detection 

effectiveness, the detection effectiveness in the selective dropping scenario seems not 

promising. 

 

Table 5.1: False positive and detection effectiveness for different percentages of 

misbehaving nodes 

  
10%  

misbehaving 
nodes 

20% 
misbehaving 

nodes 

30% 
misbehaving 

nodes 

40%  
misbehaving 

nodes 
False  
Positive 0% 0% 0% 0% 

Detection 
Effectiveness 39% 45% 43% 41% 

 

Actually, the low detection effectiveness is caused by the method used to calculate 

the detection effectiveness. In the formula, the numerator is the number of misbehaving 

nodes detected while the denominator is the total number of misbehaving nodes 

configured. The low detection effectiveness is caused by using the nodes configured as 

misbehaving as denominator. But a node configured as misbehaving might not misbehave 

during the simulation. For example, a node configured as misbehaving might not have the 

chance to misbehaving. If a node was configured as misbehaving but did nothing wrong, 

it should not be counted as misbehaving.  

The essential reason that a node configured as misbehaving does not misbehave is 

that the node does not have the opportunity to drop packets in some circumstances. First, 

the misbehaving node might not on any data path. It can’t receive valid data packets from 
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other nodes. Thus, the misbehaving node has no chance to drop data packets. In another 

case, the misbehaving node is on some data path. But there are more than one 

misbehaving nodes on the same data path. Thus, the first misbehaving node on the data 

path will drop all the data packets, leaving the misbehaving nodes behind nothing to drop. 

Since in both cases the software did nothing wrong, the detection hardware will not 

detect any wrongdoing of the software, leading to no warning message sent.  

Another set of simulations are run to manifest the comments above. Since the low 

detection effectiveness is due to the phenomenon that the misbehaving node has no 

chance to drop data packets, this set of simulations use larger number of connections, i.e. 

more than 20 connections. Larger number of connections gives the misbehaving node 

more opportunity to be the first bad node on some valid data path, thus more opportunity 

to drop data packets. 

Figure 5.6 shows the detection effectiveness for different numbers of connections. As 

the number of connections increases from 5 to 40, the detection effectiveness also 

increases. The results in Figure 5.6 confirm our explanation of the low detection 

effectiveness shown in Table 5.1. 

In reality, having low detection effectiveness is not a big issue in the cache scheme. 

In a real protection system, there is a reaction system besides the detection system. The 

reaction system could either lower the rating of the misbehaving nodes indicted or 

exclude the misbehaving nodes from the network. Such hidden misbehaving nodes will 

be detected when the network reacts to the detection result, for example isolating the 

misbehaving nodes detected. At the beginning, some misbehaving nodes have no chance 

to misbehave. But when the protection system reacts to the detection results, the 
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misbehaving nodes will be identified and isolated from the network. Then the hidden 

misbehaving nodes will have chance to receive requests to forward data packets. 

Dropping the data packets received would lead them to be detected. Thus, almost all the 

misbehaving nodes will be gradually detected during the detection process. 
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Figure 5.6: Detection effectiveness for different numbers of connections with cache size 

of 8 

 

In the discussion above, the misbehaving node not being detected does not do 
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anything wrong. So we should not count such “misbehaving” nodes as misbehaving when 

calculating the detection effectiveness. In fact, only the nodes committing packet 

dropping misbehavior should be counted when calculating the detection effectiveness. 

Table 5.2 shows the false positive and the detection effectiveness when only the nodes 

committing data packets dropping are counted as misbehaving.  

 

Table 5.2: False positive and detection effectiveness of only counting nodes committing 

data packets dropping 

  
10%  

misbehaving 
nodes 

20% 
misbehaving 

nodes 

30% 
misbehaving 

nodes 

40%  
misbehaving 

nodes 

False  
Positive 0% 0% 0% 0% 

Detection 
Effectiveness 100% 100% 99.5% 100% 

 

As shown in Table 5.2, when we only count the nodes committing packet dropping as 

misbehaving, the detection effectiveness is almost 100% while the false positive still 

stays at nearly 0%, making the detection performance in the selective dropping scenario 

as good as that in the simple dropping scenario. 

 

5.3.3 Packet Misrouting Scenario 

In the packet misrouting scenario, the misbehaving node will misroute every incoming 

data packet unless that packet is from itself or to itself. At the same time, the node will 

forward control packets, such as route request, route reply, etc. Since misrouting 
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detection uses a different cache unit from the one used in the packet dropping detection, 

we need to determine the optimum size of the misrouting detection cache.  

Table 5.3 shows the simulation results for different sizes of cache in the detection 

hardware. FP and DE are referring to False Positive and Detection Effectiveness 

separately. For all the cache sizes from 1 to 8, the false positive is 0%. On the other hand, 

the detection effectiveness is almost the same for all sizes of cache. As mentioned before, 

20 simulations are run for each cache size. The explanation for the same detection 

effectiveness is that the same random series is used for different cache sizes. Since there 

is no noticeable change among different sizes of cache, it is enough to use a cache unit 

with small number of items. The other simulations followed use cache size of 2. 

One interesting phenomena in Table 5.3 is that the detection effectiveness increases 

as the percentage of misbehaving nodes gets larger. The reason is very similar to the one 

in the selective dropping scenario. When we implement the misbehavior of the 

misrouting nodes, there needs some more connections between the node committing 

packet misrouting and the node receiving the misrouted packet. When the source 

misbehaving node misroutes the packet to a node other than the destination, there might 

be other misbehaving nodes along the path. Upon receiving the data packet, the 

misbehaving node not engaging in this particular transmission will also try to misroute 

the packet, leading itself to be detected by the hardware. The more misbehaving nodes, 

the more extra misrouting connections are added to the network, giving all the 

misbehaving nodes more opportunity to misroute packets and resulting in more 

misbehaving nodes being detected. 
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Table 5.3: False positive and detection effectiveness for different sizes of cache items 

 

10% 
Misbehaving 

Nodes 

20% 
Misbehaving

Nodes 

30% 
Misbehaving

Nodes 

40% 
Misbehaving 

Nodes 

Cache 
Size FP DE FP DE FP DE FP DE 

1 0% 86.68% 0% 90.84% 0% 90.84% 0% 92.48% 

2 0% 86.68% 0% 90.84% 0% 90.53% 0% 92.38% 

4 0% 86.68% 0% 90.84% 0% 90.53% 0% 92.38% 

8 0% 86.68% 0% 90.84% 0% 90.53% 0% 92.38% 
 

After showing the effectiveness of the detection scheme, another set of simulations is 

run to determine the detection ratio used to trigger the warning message.  On one hand, a 

small ratio could lead to high detection effectiveness and high false positive. An extreme 

example is that all the nodes are identified as misbehaving when the ratio is close to zero. 

On the other hand, a big ratio could lead to low detection effectiveness and low false 

positive. Thus, an appropriate ratio helps achieve both good detection effectiveness and 

low false positive. If there is a conflict between high detection effectiveness and low false 

positive, the low false positive is preferred over detection effectiveness. 

Another set of simulations are run to evaluate the effects of different detection ratios 

on the detection performance. Table 5.4 gives out the simulation results of using different 

detection ratios. When detection ratio increases from 0.1 to 1, there is little change in 

detection effectiveness while maintaining almost 0% false positive. Thus, it is safe to say 

a relative low detection ration such as 0.1 or 0.2 would give both high detection 

effectiveness and low false positive.  
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Table 5.4: False positive and detection effectiveness for different detection ratios 

 

10% 
Misbehaving

Nodes 

20% 
Misbehaving

Nodes 

30% 
Misbehaving

Nodes 

40% 
Misbehaving 

Nodes 
Detection

Ratio FP DE FP DE FP DE FP DE 
0.1 0% 91.67% 0% 91.04% 0% 92.50% 0% 95.02% 
0.2 0% 91.67% 0% 91.04% 0% 92.50% 0% 94.46% 
0.3 0% 91.67% 0% 91.04% 0% 92.50% 0% 93.29% 
0.4 0% 91.67% 0% 90.04% 0% 92.50% 0% 92.58% 
0.5 0% 91.67% 0% 90.04% 0% 92.50% 0% 91.40% 
0.6 0% 91.67% 0% 90.04% 0% 92.50% 0% 91.40% 
0.7 0% 91.67% 0% 90.04% 0% 91.94% 0% 91.40% 
0.8 0% 91.67% 0% 90.04% 0% 91.94% 0% 90.95% 
0.9 0% 91.67% 0% 88.79% 0% 91.38% 0% 90.95% 
1 0% 91.67% 0% 88.79% 0% 91.38% 0% 90.95% 

 

 

5.3.4 Randomly Packet Misrouting Scenario 

To further verify the effectiveness of the detection ration, this section conducts two sets 

of simulations where the misbehaving nodes can misroute the packets randomly. In fact, 

the misbehaving nodes misroute the packets through the using of a random number 

generator. For each incoming packet, the misbehaving node asks the random number 

generator to create a random number. If the random number generated falls into some 

predetermined range, the misbehaving node will misroute the packet. Otherwise, the 

misbehaving node will forward the packet to the next node correctly. The net effect of 

using the random number generator is to let the misbehaving node misroute packets 

according to some predetermined rate.  
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Table 5.5: False positive and detection effectiveness for detection ratio as 10% 

  

10%  
Misbehaving  
Nodes 

20%  
Misbehaving  
Nodes 

30%  
Misbehaving  
Nodes 

40%  
Misbehaving  
Nodes 

Misrouting 
Rate FP DE FP DE FP DE FP DE 

0.05 0% 75.83% 0% 82.17% 0% 92.79% 0% 81.42%
0.1 0% 88.33% 0% 91.62% 0% 97.20% 0% 91.42%

0.15 0% 95.00% 0% 93.82% 0% 94.79% 0% 96.15%
0.2 0% 97.08% 0% 97.92% 0% 97.39% 0% 95.48%

0.25 0% 100.00% 0% 96.29% 0% 96.16% 0% 95.34%
0.3 0% 100.00% 0% 96.67% 0% 95.49% 0% 96.08%

0.35 0% 100.00% 0% 98.33% 0% 98.04% 0% 94.43%
0.4 0% 100.00% 0% 96.28% 0% 98.02% 0% 93.81%

0.45 0% 100.00% 0% 99.00% 0% 95.35% 0% 93.64%
0.5 0% 100.00% 0% 96.20% 0% 96.96% 0% 94.27%

0.55 0% 99.00% 0% 96.95% 0% 98.33% 0% 93.52%
0.6 0% 96.25% 0% 100.00% 0% 97.57% 0% 95.18%

0.65 0% 96.67% 0% 99.29% 0% 96.63% 0% 94.70%
0.7 0% 96.67% 0% 98.17% 0% 95.88% 0% 94.39%

0.75 0% 100.00% 0% 97.13% 0% 94.01% 0% 93.73%
0.8 0% 97.50% 0% 95.37% 0% 95.56% 0% 91.23%

0.85 0% 92.50% 0% 90.62% 0% 96.47% 0% 91.76%
0.9 0% 92.50% 0% 86.40% 0% 91.54% 0% 91.87%

0.95 0% 92.92% 0% 91.42% 0% 91.87% 0% 91.62%
1 0% 91.67% 0% 91.04% 0% 92.50% 0% 95.02%

 
 

In the first set of simulation, the detection ratio is set as 10%. So the detection unit is 

supposed to detect the misbehaving nodes when the nodes have misrouting rates larger 

than this detection ratio 10%. The second set of simulations does the similar thing except 

that it sets the detection ratio as 20%, supposed to detect the misbehaving nodes having 
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misrouting rates larger than 20%. The simulation results including the false positive and 

detection effectiveness are shown in Table 5.5 and Table 5.6 respectively. 

Table 5.6: False positive and detection effectiveness for detection ratio as 20% 

 

  

10%  
Misbehaving  
Nodes 

20%  
Misbehaving  
Nodes 

30%  
Misbehaving  
Nodes 

40%  
Misbehaving  
Nodes 

Misrouting 
Rate FP DE FP DE FP DE FP DE 

0.05 0% 53.33% 0% 48.83% 0% 62.79% 0% 53.00%
0.1 0% 59.17% 0% 73.40% 0% 88.19% 0% 78.30%

0.15 0% 89.17% 0% 90.32% 0% 84.28% 0% 91.81%
0.2 0% 93.33% 0% 96.92% 0% 96.00% 0% 94.43%

0.25 0% 100.00% 0% 95.46% 0% 96.16% 0% 95.34%
0.3 0% 100.00% 0% 96.04% 0% 95.00% 0% 96.08%

0.35 0% 100.00% 0% 95.42% 0% 98.00% 0% 94.43%
0.4 0% 100.00% 0% 96.28% 0% 98.00% 0% 93.81%

0.45 0% 100.00% 0% 99.00% 0% 95.34% 0% 93.64%
0.5 0% 100.00% 0% 94.95% 0% 96.96% 0% 93.36%

0.55 0% 99.00% 0% 96.95% 0% 98.33% 0% 93.02%
0.6 0% 96.25% 0% 99.00% 0% 97.57% 0% 94.73%

0.65 0% 96.67% 0% 99.29% 0% 96.63% 0% 94.20%
0.7 0% 96.67% 0% 98.17% 0% 95.88% 0% 93.83%

0.75 0% 100.00% 0% 97.13% 0% 94.01% 0% 93.27%
0.8 0% 97.50% 0% 95.37% 0% 95.56% 0% 90.85%

0.85 0% 92.50% 0% 90.62% 0% 96.47% 0% 91.21%
0.9 0% 92.50% 0% 86.40% 0% 91.54% 0% 91.32%

0.95 0% 92.92% 0% 91.42% 0% 91.87% 0% 90.79%
1 0% 91.67% 0% 91.04% 0% 92.50% 0% 94.46%

 

In Table 5.5, when the misrouting rate is less than 10%, the detection results have 

nearly 0% false positive and relatively low detection effectiveness. When the misrouting 

rate is larger than 10%, the detection results have both nearly 0% false positive and high 

detection effectiveness, well above 90%. The similar results appear in Table 5.6. When 
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the misrouting rate is less than 20%, the detection results have nearly 0% false positive 

and relatively low detection effectiveness. When the misrouting rate is larger than 20%, 

the detection results have both nearly 0% false positive and high detection effectiveness, 

more than 90%. 

From the detection results shown in the two sets of simulations, the detection scheme 

has good performance in terms of false positive and detection effectiveness when the 

misbehaving nodes only misroute some percentages of the packets received. During the 

detection process, the detection ration could be set as a percentage low enough to detect 

the misbehaving nodes without increasing the false positive. 

This section compares the hardware assisted detection proposed with other 

techniques. The “watchdog” [27] technique uses a software based agent to snoop the 

retransmission status of other nodes. It requires omni-directional antennas and sometimes 

can’t tell the difference between transmission error and misbehavior. For example, if the 

uplink node can’t “hear” the retransmission of the downlink node due to the antenna 

issue, it would think the downlink node is misbehaving. In the hardware assisted 

detection scheme, the hardware monitors all of the income and outgoing packets. Thus 

the hardware can detect the misbehavior of the software layer with high precision. 

Another issue with the watchdog technique is there is no way to prevent some node 

falsely accusing other nodes as misbehaving. A malicious node can randomly accuse 

other good nodes as misbehaving, disrupting the normal communication among the 

network. Similar to the watchdog technique, some proposals [20, 27, 51] either assume 

there are encryption based associations available or use voting scheme to indict some 

node as misbehaving. The principal issue is they couldn’t guarantee the correctness of the 
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indictment. On the contrary, the detection hardware can be made temper-resistant and 

assigned unique identity, which can reduce the false indictment to a very low level.    

The “Unobtrusive Monitoring” technique uses the same evaluation metrics of 

detection effectiveness and false positive [21]. Unobtrusive Monitoring tries to detect 

misbehaviors in MANET through TCP timeout event and DSR route error message. If 

there is no corresponding DSR route error message to a TCP timeout event, the TCP 

timeout event is caused by some misbehaving node along that TCP connection. In 

comparison to the cache scheme proposed in this paper, the unobtrusive monitoring only 

has detection effectiveness of 60%-80% with the false positive at around 40% [21], while 

the cache scheme can detect the misbehaving nodes with nearly 0% false positive and 

around 90% detection effectiveness. On the other hand, the unobtrusive monitoring can 

only detect the misbehaving routes instead of identifying the misbehaving nodes. Thus 

the unobtrusive monitoring cannot isolate the misbehaving nodes. Furthermore, 

unobtrusive monitoring can only conduct the detection work offline. The misbehaving 

nodes could cause the damage to the network without being identified during the running 

of the network. On the contrary, the cache technique proposed in this paper can detect 

and identify the misbehaving nodes in a real-time manner with high detection 

effectiveness and zero false positive.  

 

5.4 Conclusion 

Mobile ad hoc networks are more vulnerable to misbehaving activities than the wired 

networks, which makes securing the mobile ad hoc networks very promising and 

enormously important. This paper presents a hardware based cache scheme to detect the 
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misbehaving nodes. The features of the proposed schemes are: 

• High detection of misbehaving nodes. The proposed scheme can detect nearly 

100% misbehaving nodes in simple dropping scenario and selective dropping 

scenario. For packet misrouting scenario, the detection rate is almost 90%. 

• Zero false positive. The cache scheme can achieve almost 0% misclassification of 

good-behaving nodes as misbehaving nodes in both packet dropping and packet 

misrouting scenarios. 

• Minor changes to software layer. The proposed scheme requires very little change 

to the present software layer and can be easily implemented at the hardware layer due 

to the simple nature of the scheme. 

• Small cache size. According to the simulation results, the detection mechanism 

only needs 8 cache entries in the packet dropping scenario and 2 entries in the packet 

misrouting scenario.  

The cache scheme can detect the misbehaving nodes accurately in terms of detection 

effectiveness and false positive in both the simple dropping and the selective dropping 

scenarios. Further more, the cache scheme could be extended to detect other kinds of 

misbehaviors, such as packet modification. 
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CHAPTER 6 

CONCLUDING REMARKS  

 

Due to the peer-to-peer nature of ad hoc networks, mobile ad hoc networks are being 

used in an increasing number of applications.  Ad hoc networks are used in a wide rage of 

applications that include military fields, emergency situations, and civil conference 

organizations. Along with the high increasing use of ad hoc networks, security issues of 

ad hoc networks are moving to the top of the concerns in the use of these networks. 

Misbehaving nodes can not only disrupt the communications among the nodes in the 

networks but also gain benefits and intelligence by analyzing the traffic and extracting 

valuable information from the traffic. How to fend off attacks from malicious activities in 

ad hoc networks remains as an extremely important research topic today. The key issue to 

protect ad hoc networks is to detect and identify intruders. Upon identifying the 

misbehaving nodes, the other good-behaving nodes can isolate those misbehaving nodes, 

resulting in a network that consists of good nodes only.  

The hardware assisted detection presented in the dissertation can detect and identify 

those misbehaving nodes accurately. Unlike other proposed techniques, the hardware 

assisted detection schemes are easy to deploy because of the minimal impact to the 

existing software. Furthermore, the detection hardware could be made tempter-resistant, 

protecting itself from being tempered. 
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In this chapter, we first provide a summary of this dissertation by summarizing the 

two-timer scheme and cache scheme in section 6.1. Section 6.2 talks about the 

contributions of this dissertation. Some further research work is discussed in section 6.3. 

6.1 Conclusion 

This dissertation examines the security issues facing ad hoc networks and proposes the 

hardware assisted scheme. Two detection schemes, two-timer scheme and cache scheme, 

are evaluated. 

6.1.1 Two-timer Scheme 

In two-timer scheme, two timers are put into use to detect and identify the misbehaving 

nodes committing packet dropping. The first timer, DeT, is responsible to record the 

arrival of route request packet, while the second timer, RwT, is used to reward the good-

behaving nodes which forward the route request packets received in a timely manner. 

Another counter is used to record the number of route request packets not forwarded. If 

the counter exceeds some predetermined threshold, the detection hardware will mark the 

node as misbehaving and send out warning message about the node. Upon receiving the 

warning message, other nodes can know which node in the networks is misbehaving. The 

features about two-timer scheme are summarized as following: 

• High detection of misbehaving nodes. The proposed scheme can detect 80% or 

above misbehaving nodes with a probability of almost 90%. 

• Low false positive. The two timers in the simulations are set to achieve a 0% 

misclassification of good-behaving nodes as misbehaving nodes. A bigger tolerance 

of the false positive will usually boost the detection effectiveness. 
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• Minor changes to software layer. The proposed scheme requires very little change 

to the present software layer and can be easily implemented at the hardware layer due 

to the simple nature of the scheme.  

• Simple to implement in hardware. There are only two timers and a counter 

needed. Thus this scheme can be implemented at very low cost. 

6.1.2 Cache Scheme 

In the cache scheme, an information storing unit, cache, is used to assist the detection of 

packet dropping and packet misrouting. The cache unit contains the identity information 

of recently received packets. Thus the cache can help the detection hardware recognize 

the duplicate packets. Besides the cache unit, there are a few counters in the cache 

scheme. Those counters are used to record the numbers of packets received for different 

kinds of packets. If the ratio of packets dropped or the ratio of the packets misrouted 

exceeds some predetermined threshold, the detection hardware will mark the node as 

misbehaving and send out a warning message. The recipients of the warning message will 

know which node is misbehaving. The misbehaving node could be isolated from the 

networks, resulting in a network with less misbehaving nodes.  

The features of the cache scheme are summarized as following: 

• High detection of misbehaving nodes. The proposed scheme can detect nearly 

100% misbehaving nodes in simple dropping scenario and selective dropping 

scenario. For packet misrouting scenario, the detection rate is almost 90%. 

• Zero false positive. The cache scheme can achieve almost 0% misclassification of 

good-behaving nodes as misbehaving nodes in both packet dropping and packet 

misrouting scenarios. 
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• Minor changes to software layer. The proposed scheme requires very little change 

to the present software layer and can be easily implemented at the hardware layer due 

to the simple nature of the scheme. 

• Small cache size. According to the simulation results, the detection mechanism 

only needs 8 cache entries in the packet dropping scenario and 2 entries in the packet 

misrouting scenario.  

 

6.2 Research contributions 

The contributions of the dissertation are summarized as followed: 

• Hardware assisted detection: The detection hardware is responsible for detecting 

the misbehaving nodes in the mobile ad hoc networks. This approach can relieve 

the software from computationally expensive work, extending the battery life. The 

detection results are managed by the software by maintaining a reputation system. 

• Tamper resistant hardware: The detection hardware can be made tamper resistant. 

Thus, the detection hardware can have a unique identity, identifying the mobile 

node. The tamper resistant nature can help build the trust relationships among the 

mobile nodes in the networks.  

• Minimum impact to existing software: The detection hardware is relatively 

independent with the software. Installing the detection hardware would have little 

impact to the existing software, making it very promising. 
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• Low-cost two-timer scheme: The two-timer scheme only uses two timers to detect 

the packet dropping faults. It is a good low-cost candidate to build efficient 

detection hardware.  

• Efficient cache scheme: The cache scheme presented in the dissertation can not 

only detect packet dropping, but also detect packet misrouting. It performs better 

than the two-timer scheme in terms of detection effectiveness and false positives. 

• Extensible architecture: The detection hardware could utilize other schemes to 

detect other misbehaviors, such as packet modification. 

 

6.3 Future work 

 
Two hardware assisted detection schemes, two-timer scheme and cache scheme, are 

proposed in this dissertation. The schemes are evaluated in the scenarios of packet 

dropping and packet misrouting. In addition to the schemes presented, there are still some 

open problems to solve. 

In the two-timer scheme, the selection of the two timers is through a series of 

simulations. After the selection process, another series of simulations are run to verity the 

selection results. A possible improvement is to make the selection process automatic, 

which requires the detection mechanism adaptive. The adaptive model needs some 

feedback, verifying the detection results, from the detection system. The side effect of the 

feedback is the cost of the additional components. 

The cache scheme can detect packet dropping and packet misrouting accurately with 

relatively small cache size. One possible improvement is to use cache scheme to detect 
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more misbehaviors, such as packet corrupting, impersonation. To the detection hardware, 

packet corrupting is similar to packet dropping, never forwarding the right packet. The 

impersonation attack could be solved by giving the detection hardware an identity. Such 

identity information could be combined with the tamper-resistant measure of the 

detection hardware.  

An open issue is the schemes proposed are only useful to existing attacks. If there is a 

new attack coming, the detection hardware is very like to give an unsatisfactory result. A 

better way to build the detection hardware is to make the detection process adaptive to 

new attacks. The detection system can adjust to the outside world and analyze the 

detection results consistently. Thus, a new kind of attacks will also trigger the hardware, 

resulting in the warning messages sent. 
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